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This policy sets out how Cairn Education complies with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018, as amended by the Data (Use and Access) Act 2025, and other applicable data protection legislation.

In accordance with the UK GDPR, we at Cairn Education recognise that we collect and process personal data and because we decide how and why we do that, we are data controllers. This means that we have legal obligation to people regarding how we handle their data and manage their privacy and we must register as a data controller with the Information Commissioner’s Office (ICO). Anyone can read the details of our ICO notification by going online to https://ico.org.uk/esdwebpages/search
and entering our registration number ZA851998. Data controllers are normally organisations and not people although our co-directors are responsible for everything we do day-to-day.

Cairn Education recognises that when we process personal data it can involve collecting, recording, organising, storing, altering, retrieving, using, disclosing, restricting, and erasing or destroying it, and there can be risks associated with that processing to the people whose data it is. Failure to adequately protect people’s personal information can result in significant, even life-changing harm to some individuals, distress, loss of public trust in us, and legal repercussions including fines and other sanctions.
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Cairn Education is committed to ensuring that all personal data handled by us will be processed according to legally compliant standards of data protection and data security.

Through this policy we aim to ensure that current and future pupils, staff, volunteers, and other partner organisations can feel confident that our school is a safe and secure place to study or work, and to demonstrate our commitment to protecting the rights and privacy of everyone whose data we handle by setting out:
· our obligations in the context of what we do;
· clear roles, responsibilities, and reporting structures aimed at protecting people’s personal data and their rights;
· clear procedures for handling data to achieve our aim of taking reasonable and proportionate steps to protect people.

[bookmark: _Toc242692107]Policy scope and definitions

This policy applies to all governors, directors, staff, volunteers and contractors (referred to throughout the document as ‘staff’) who handle or have access to personal data regardless of where they are physically working e.g. at home, at another organisation, on trips etc., and to all personal information processed by us or on our behalf. This includes the personal information of our data subjects accessed or used by other organisations which work for or with us e.g. Local Authority workers, contractors, consultants, certain service providers etc. It may also include the personal data of other people which pupils acquire through schoolwork tasks or while at school e.g. survey results, class Christmas card lists, and pupils will have some responsibilities in line with their capacity to understand and follow rules.

The following definitions explain a little more about our approach to personal data:
· ‘Data processors’ are third party organisations which process data on our behalf. They make no decisions about how and why they do that, they just do what we ask them to within the terms of our contract.
· ‘Data subjects’ are the people about whom we hold data and they fall into several general “categories of person”, for example, our workforce and their next of kin; service users and their next of kin and other professionals involved with them; our contractors (cleaners, caterers, health & safety, other service providers etc.); agency and other partner organisation workers (supply or peripatetic teachers, educational psychologists etc.).

Types of data we process:
· ‘Personal data’ is any manually or digitally recorded information relating to a living person (a data subject) which identifies them e.g. a name, an email address, an identification number, location data, an image, an IP address, or one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that person and may include facts or opinions about them. Some of this category of personal data will require enhanced security measures such as encryption, password protection and stricter electronic as well as manual access controls e.g. a locked filing cabinet. This will be determined on the basis of a risk assessment of the harm that failing secure the data might cause e.g. bank details due to the risk of potential fraud; contact information due to potential harassment etc. 
· ‘Sensitive personal data’ or ‘special category data’ includes disability status, sexual orientation, sex life, ethnicity, medical information (both physical and mental health), political, philosophical and religious opinions/beliefs, trade union membership, and details of criminal convictions or allegations.

Personal data requires enhanced security measures such as encryption, password protection and stricter electronic as well as manual access controls e.g. a locked filing cabinet. ‘Pseudonymised personal or sensitive personal data’ is information that has been depersonalised but key-coded and it can fall within the scope of the UK GDPR and this policy depending on how difficult it is to attribute the pseudonym to a particular individual. 

‘Supervisory Authority’ is the body that the European Union requires each member state to appoint independently in their own country to regulate compliance with the UK GDPR. In the UK this regulatory body is the ICO.

Cairn Education will make anyone with whom we share the personal data of our data subjects aware of our relevant policy, procedures and expectations at the outset of sharing. Any breach of this policy, or of the Regulation itself must be reported to our head teacher and may need to be reported to the ICO as the Supervising Authority for the United Kingdom. The breach could be unlawful and result in legal action or prosecution and regardless of any legal repercussions it may also be actionable under our disciplinary procedures. This policy will be updated as necessary to reflect improving practice in data management, security and control and to ensure compliance with any changes to relevant legislation.

Associated policies or documents to be used alongside the Data Protection Policy include:
· Overarching Safeguarding Statement
· Child Protection Policy and procedures, included within procedures for Using Pupils’ Images
Online Safety Policy and procedures
· Health and Safety Policy
· Positive Behaviour Policy
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[bookmark: _Toc242692109]Cairn Education’s responsibilities as a data controller include:
· Analysing and documenting the types of personal data we hold and their uses.
· Identifying our lawful basis for processing personal data.
· Having procedures which support the rights of the individual.
· Ensuring consent procedures are lawful.
· Implementing and reviewing procedures to detect, report and investigate personal data breaches.
· Storing data in safe and secure ways.
· Assessing risks to individual rights and freedoms should data be compromised.
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· Maintaining confidentiality of all data accessed. 
· Understanding their data protection obligations in line with their training and professional duties.
· Checking that their data processing activities comply with our policy and are justified.
· Not using data in any unlawful way.
· Storing data carefully and correctly to avoid breaches of data protection.
· Raising concerns, notifying breaches or errors, and reporting anything suspicious or contradictory to this policy or our legal obligations without delay.
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· Keeping governors updated about data protection responsibilities, risks and issues.
· Identifies and manages any conflicts of interest relating to data protection, ensuring that responsibilities are carried out impartially and in accordance with the UK GDPR and the Data Protection Act 2018.
· Reviewing the data protection policy, associated policies and all relevant procedures regularly.
· Arranging data protection training and advice for all staff and others included in this policy.
· Advising on direct marketing issues such as compliance with the law and our policy; how we deal with queries from target audiences or media outlets; and the wording of data protection statements attached to emails and other marketing copy.
· Answering questions on data protection from staff, governors and other stakeholders.
· Responding to individuals such as parents, pupils and employees who want information.
· Checking on and approving of any third parties that handle our data and any contracts or agreements regarding data processing.
· Ensuring all systems, services, software and equipment meet acceptable security standards and can be appropriately filtered and monitored.
· Checking security hardware and software regularly to ensure it is functioning properly and securely.
· Researching relevant third-party services (cloud services, data shredding etc.) that we are considering using.
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· Where a supplier processes personal data on behalf of Cairn Education, a written contract or other binding legal agreement must be in place that meets the requirements of Article 28 of the UK GDPR.
· The agreement must specify the purpose, nature and duration of processing, the types of personal data involved, the categories of individuals concerned, and Cairn Education’s rights and obligations. It must require the processor to:

· Follow documented instructions: Process personal data only in accordance with Cairn Education’s documented instructions, including instructions concerning international transfers, unless otherwise required by UK law. Inform Cairn Education if an instruction appears to breach data protection law.
· Maintain confidentiality: Ensure that anyone authorised to process the data is subject to an appropriate duty of confidentiality.
· Protect personal data: Implement appropriate technical and organisational security measures to protect data against unauthorised access, loss, destruction or damage.
· Control subprocessors: Obtain Cairn Education’s prior specific or general written authorisation before appointing subprocessors. Where general authorisation is given, notify Cairn Education of proposed changes and provide an opportunity to object. Impose equivalent data protection obligations on subprocessors and remain responsible for their compliance.
· Support individual rights: Assist Cairn Education, through appropriate technical and organisational measures, in responding to requests from individuals to exercise their data protection rights.
· Assist with breaches and compliance: Notify Cairn Education of personal data breaches without undue delay after becoming aware of them. Assist with security obligations, breach assessment and notification, Data Protection Impact Assessments and consultation with the ICO where required.
· Return or delete data: At the end of the service, return or securely delete personal data, at Cairn Education’s choice, and delete existing copies unless UK law requires retention.
· Demonstrate compliance: Provide information necessary to demonstrate compliance with these obligations and allow and contribute to audits and inspections conducted by Cairn Education or an authorised auditor.
· Cairn Education will assess suppliers’ suitability before appointment and review their compliance proportionately throughout the relationship
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Cairn Education understand that as a data controller we are responsible for, and need to be able to demonstrate that we comply with the principles set out in Article 5 of the UK GDPR which requires that:

Personal data shall be processed lawfully, fairly and in a transparent manner in relation to individuals. We aim to achieve this through carefully considering why we need data before we ask  people for it; by publishing our Privacy Notice, implementing it, and reminding people about what it says when we ask for data; and by educating our workforce on what this means for their day-to-day practice.

Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes. By keeping our Privacy Notice updated, implementing it, and educating our workforce about what we have and have not agreed to use data for, we can ensure we meet this obligation to restrict our processing of personal data. The law does allow us to further process data for archiving purposes in the public interest, or for scientific or historical research purposes or statistical purposes and we have declared that we might do this in our Privacy Notice.

Personal data shall be adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed. We will not seek to collect or process personal data which is not strictly necessary for the reasons we asked to be given it. We keep this in mind when we draft data requests and when irrelevant information is provided we take all reasonable steps to return or erase it.

Personal data shall be accurate and, where necessary, kept up to date. We review and update personal data on a regular basis. It is the responsibility of individual providing personal data to ensure it is accurate. Individuals should notify us by any reasonable means, but preferably in writing, if their personal data needs to be updated e.g. a change of name or contact details. We will take every reasonable step to ensure that inaccurate personal data (after considering the reasons it is being processed), is erased or rectified without delay, for example, some records are historical and should not be changed.

Personal data shall be kept for no longer than is necessary.  We will not retain personal data in a form which allows people to be identified for longer than is necessary to use it for the reasons we asked for it. We employ organisational and technical security measures required by the UK GDPR in order to safeguard the rights and freedoms of individuals, as well as follow strict information transfer guidelines when we need to move data e.g. when a learner leaves to attend another educational establishment. We hold regular reviews of the data we retain and destroy or archive it in line with guidance in the ‘Information Management Toolkit for Schools’ published by the Information Records Management Society. The law does allow us to retain personal data for archiving purposes in the public interest, or for scientific or historical research purposes or statistical purposes and we have declared that we might do this in our Privacy Notice.

Personal data shall be processed in a manner that ensures appropriate security of it. We understand that our organisational and technical measures to protect data must include protection against unauthorised or unlawful processing and against accidental loss, destruction or damage in the UK, European Union or anywhere else in the world. We make staff, volunteers and contractors aware of their data protection responsibilities and that their duty to preserve confidentiality extends to anywhere that they process the data of our data subjects e.g. at home, on trips etc. and beyond their time of employment with us. See Section 10.2 for more information about the organisational and technological measures we employ to achieve this. The first principle of data protection is fair, lawful and transparent processing, and is the foundation on which everything else is built. We seek to meet the “fair” and “transparent” aspects through our Privacy Notice and we work hard to ensure that all of the personal data we process meets a condition for lawful processing so that we have a lawful basis to carry it out.
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Unlawful obtaining etc. of personal data, states it is an offence for a person knowingly or recklessly:
a. to obtain or disclose personal data without the consent of the controller
b. to procure the disclosure of personal data to another person without the consent of the controller, or
c. after obtaining personal data, to retain it without the consent of the person who was the controller in relation to the personal data when it was obtained.
It is important to note that there may be situations where both the organisation and the individual concerned can be held liable.
All staff have an obligation to ensure that any data that they access is treated confidentially and not shared without express permission of the data controller.
If staff need to take person-identifiable or confidential information home or use a staff laptop at home with personal information, they have personal responsibility for ensuring the information is kept secure and confidential. This means that other members of their family, friends or colleagues must not be able to view the content or have any access to the information. It is particularly important that confidential information in any form is not left unattended at any time, for example in a vehicle where it could be viewed by a member of the public through a window.
Staff must NOT forward any person-identifiable or confidential information via email to personal e-mail accounts. Staff must not use or store person-identifiable or confidential information on privately-owned electronic devices.
All staff have a legal duty of confidence to keep person-identifiable or confidential information private and to ensure such information is not divulged accidentally. Staff may be held personally liable for a breach of confidence and must not:
· Talk about person-identifiable or confidential information in public places or where they can be overheard
· Leave any person-identifiable or confidential information lying around unattended, this includes telephone messages, printouts or other documents
· Leave a computer terminal unattended and with screen unlocked when logged on to a system where person-identifiable or confidential information can be accessed
Steps must be taken to ensure physical safety and security of person-identifiable or confidential/sensitive business information held in physical format and on computers. Passwords must be kept secure and must not be disclosed to anyone. Staff must not use someone else’s password to gain access to information. Action of this kind will be viewed as a serious breach of confidentiality. If you allow another person to use your password to access the network, this constitutes a disciplinary offence and is gross misconduct which may result in your summary dismissal. This could also constitute an offence under the Computer Misuse Act 1990.
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To process a piece of personal data we must satisfy at least one condition for the lawful processing of personal data from Article 6 of the UK GDPR set out in the list below:
· 6(1)(a) Consent of the data subject.
· 6(1)(b) Necessary for the performance of a contract with the data subject or to take steps to enter into a contract.
· 6(1)(c) Necessary for compliance with a legal obligation.
· 6(1)(d) Necessary to protect the vital interests (life) of a data subject or another person.
· 6(1)(e) Necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller.
· 6(1)(ea) Recognised legitimate interests: processing necessary for a recognised legitimate interest specified in Annex 1 of the UK GDPR, where the relevant conditions are met.
· 6(1)(f) Necessary for legitimate interests of the controller or a third party, except where such interests are overridden by the interests, rights or freedoms of the data subject (not available to processing carried out by public authorities in the performance of their tasks).

Cairn Education identifies and records an appropriate lawful basis for each purpose for which personal data is processed. The basis depends on the activity and the relationship with the individual, rather than applying one basis to all information about staff, learners or families.

Staff information: We rely on Article 6(1)(b), contract, where processing is necessary to fulfil an employment contract, such as administering contractual pay. We rely on Article 6(1)(c), legal obligation, where processing is necessary to meet legal requirements, such as reporting tax and National Insurance information to HMRC.

Learner and family information: We identify the lawful basis for each activity, including admissions, teaching, assessment, attendance, communication and safeguarding. We rely on Article 6(1)(c) where a specific legal obligation requires processing. We rely on Article 6(1)(e), public task, only where the relevant task or function has a clear basis in law, which we document. Where appropriate, we rely on Article 6(1)(f), legitimate interests, to provide and administer our educational services, following a documented assessment of necessity and the impact on individuals, with particular consideration of children and vulnerable learners. Article 6(1)(b), contract, is used only where processing is necessary for a contract with the individual concerned, or to take steps at their request before entering into a contract. A contract with a parent or local authority does not automatically provide this basis for processing a learner’s information.

Emergency contact information: We ordinarily rely on Article 6(1)(f), legitimate interests, to collect and maintain emergency contact details so that we can contact an appropriate person if a staff member or learner needs assistance. We document the necessity of this processing and its impact on the people concerned. Article 6(1)(d), vital interests, may apply when processing is necessary to protect someone’s life in an actual emergency.

Examinations and results: We identify and document the lawful basis for processing examination entries, assessments and results, including sharing information with awarding organisations and making legally required returns. We do not treat a requirement to report information as permission to publish identifiable examination results publicly. Any public publication is assessed separately and supported by an appropriate lawful basis.

Consent: We rely on Article 6(1)(a), consent, for optional activities where individuals have a genuine choice, such as agreed uses of photographs for publicity. Consent must be freely given, specific, informed and unambiguous, and may be withdrawn at any time.

Recognised legitimate interests: We may rely on Article 6(1)(ea) where processing is necessary for a recognised legitimate interest specified in Annex 1 of the UK GDPR, such as safeguarding children or vulnerable individuals, provided the applicable conditions are met. We record the relevant condition and why the processing is necessary. This basis does not provide general permission to process or share personal data.

Contractors and other contacts: We assess the purpose of processing and use the appropriate lawful basis. This may include contract where the individual is a party to the contract, legal obligation where a specific legal requirement applies, or legitimate interests following an appropriate assessment.
We maintain a register recording each processing purpose, the information involved, the lawful basis and its justification. Where we rely on legal obligation or public task, we identify the relevant legal requirement or function. Where we rely on legitimate interests, we retain a legitimate interests assessment.

Where information is special category data or criminal offence data, we also identify and document the additional conditions required under Article 9 or Article 10 and the Data Protection Act 2018, as applicable.
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To process a piece of sensitive personal data we must satisfy at least one condition for the lawful processing of special categories of data from Article 9 of the UK GDPR set out the table below as well as one condition from the previous Article 6 list.
· 9(2)(a) Explicit consent of data subject, unless prohibited by EU/National law.
· 9(2)(b) Necessary to meet obligations under employment, social security or social protection law, or a collective agreement.
· 9(2)(c) Necessary to protect the vital interests (life) of a data subject or another individual where the data subject is physically or legally incapable of consenting.
· 9(2)(d) Processing by a not-for-profit body with political, philosophical, religious or trade union aims if it relates only to members/former members (or those in regular contact for those purposes) & there is no disclosure to third parties without consent.
· 9(2)(e) Processing relates to personal data already made public by the data subject.
· 9(2)(f) For the establishment, exercise or defence of legal claims or court judicial capacity.
· 9(2)(g) Substantial public interest under EU/National law proportionate to the aim pursued and which contains appropriate safeguards.
· 9(2)(h) For preventative or occupational medicine; assessing work capacity of an employee, medical diagnosis, providing health & social care or treatment or management of healthcare services under EU/National law or contract with a health professional.
· 9(2)(i) For public health e.g. protecting against serious cross-border threats to health or ensuring high standards of healthcare & medicinal products or medical devices. 

Cairn Education rely on different conditions for the lawful processing of sensitive personal data for different things. To process the sensitive personal data of our staff we rely on 9(2)(b) to check their criminal history before employing them; 9(2)(h) to use their health information to protect them at work; 9(2)(a) to share health information with support services; 9(2)(i) to report on their health to Public Health England (PHE) or the Health & Safety Executive (HSE) as required; and 9(2)(f) to retain accident and ill-health information in case of a claim for compensation.

To process the sensitive personal data of our learners we rely on 9(2)(b) in respect of child protection and multi-agency safeguarding work; 9(2)(b) or 9(2)(h) to use their health information to protect them at school; 9(2)(i) to report on their health to PHE or the HSE as required; and 9(2)(f) to retain accident and ill-health information in case of a claim for compensation.

Cairn Education apply the same criteria to processing the sensitive personal data of families and other individuals such as contractors or Local Authority workers etc. where it applies.
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More than one lawful basis may apply, but we only need one basis for each piece of data, and we will rely on what best fits the purpose, not what is easiest. When carrying out a new task or an existing task in a new way, staff should consider the following factors:
· What is the purpose for processing the data?
· Can it reasonably be done in a different way?
· Is there a choice as to whether or not to process the data?
· Who does the processing benefit?
· After selecting the lawful basis, is this the same as the lawful basis the data subject would expect?
· What is the impact of the processing on the individual?
· Are we in a position of power over them?
· Are they a vulnerable person?
· Would they be likely to object to the processing?
· Are we able to stop the processing at any time on request, and have we factored in how to do this?
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Cairn Education Privacy Notice is an important and necessary way of being transparent and telling parents, learners and staff what we are doing with their information. To comply with the UK GDPR it will include:
· Our identity and contact details as the data controller 
· The purpose of the processing and the lawful basis or bases we are relying on.
· Our, or a third party’s legitimate interests in having it.
· The categories of personal data we process.
· Any recipient or categories of recipients of the personal data.
· Retention periods or the criteria used to determine them.
· The existence of each of the data subject’s rights.
· The right to withdraw consent at any time, where relevant.
· The right to lodge a complaint with the ICO.
· The sources of personal data and whether they are publicly accessible.
· Whether providing personal data is statutory or contractual and the possible consequences of failing to provide it.
· The existence of any automated decision making, including profiling; how decisions are made the significance and the consequences.

Cairn Education privacy notice relevant to service users can be found at Appendix B and the one relevant to our workforce at Appendix C. They are also made available on our website.
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Cairn Education recognise that all data subjects have “qualified rights” so they are not absolute rights in all circumstances. They are qualified by the rights of other individuals and the legal rights of the data controller or processor to conduct their lawful business.

The right to be informed about the collection and use of their personal data Our Privacy Notices seek to provide transparency about our collection of personal data; they are published on our website, and freely available on request from info@cairneducation.co.uk we draw people’s attention to what they say when we collect data from them; and we regularly review and update the Notices when necessary, particularly if we have changed what we use the data for and before we start using it for the new reason.

 The right of access to their personal data and relevant supplementary information. This includes:
· confirmation that their data is being processed;
· access to their personal data; and
· other supplementary information which largely corresponds to the information we must provide in our Privacy Notice.

Any of our data subjects (or their chosen representative or a person with parental responsibility for them) can make a Subject Access Request (SAR). Please see Section 5 for our procedure on handling SARs.

The right to rectification if the information held is inaccurate or incomplete. Every individual has a responsibility under UK GDPR to provide accurate data. The UK GDPR does not provide a definition of accuracy, but we generally understand it to mean that personal data is inaccurate if it is incorrect or misleading on matters of fact. The right to rectification will depend on why we asked for the personal data. For example: a person’s name should not be changed to their new married name on the Single Central Record (SCR) because the SCR is a record of information correct at the time of recruitment and vetting. A note can be added to ensure the SCR record can be matched to the person in case of a vetting query in future, but the record itself should not be changed.

When we receive a request to change the data we hold, we will take reasonable steps to check that the data is accurate and to rectify it if necessary. This means that the more important it is that the data is accurate, the more effort we will make to correct it. We will take into account arguments and evidence provided by the data subject and anything we have already tried to do to ensure the data is accurate.

We can refuse to comply with a request for rectification if the request is manifestly unfounded or excessive, taking into account whether it is repetitive. We can either request a reasonable fee based on the administrative costs of complying with the request, or we can refuse to deal with the request. We will use ICO guidance and our own information management records to make decisions about this and we will contact the person making the request to inform them of our decision (including any fee payable) and the reasons without undue delay and within one month. We do not have to comply with the request until we have received the fee. As a matter of good practice, we will restrict the processing of the personal data in question while we are verifying its accuracy regardless of whether the data subject asked us to as is their right. When we have decided whether the data is accurate or not and whether we will change it or not, we will explain our decision to the individual making the request and inform them of their rights to complain to the ICO. We will also make a record of the request and our response similar to the way we handle SARs e.g. date of receipt, the data subject’s name, the name and address of requester (if different), the rectification requested, our decision, and the date we communicated the decision.
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Under Article 17 of the UK GDPR individuals have a new right to have their personal data erased. This is also known as the “right to be forgotten”. There are no rules about how a request should be made e.g. verbally, in writing etc. so all staff are trained to recognise someone trying to exercise this right. The right is not absolute and only applies if:
· the personal data is no longer necessary for the reason we originally collected or processed it;
· we are relying on consent as our lawful basis for holding the data, and the individual withdraws their consent;
· we are processing the personal data for direct marketing purposes and the individual objects;
· we have processed the personal data unlawfully i.e. in breach of the lawfulness requirement of the 1st principle;
· we have to do it to comply with a legal obligation; or
· we have processed the personal data to offer online “information society services” to a child e.g. online counselling, a social media platform we have created and run for children etc. do not currently provide any such services, we have no plans to, and we work hard to appropriately control children’s access to the social media platforms we use to communicate with our community.

Cairn Education have to give special consideration to any request for erasure if the processing of the data is solely based on consent given by a child, especially any processing of their personal data (usually images) on the internet. This is still the case when the data subject is no longer a child, because a child may not have been fully aware of the risks involved in the processing at the time of consent. In some circumstances we might need to give more weight to a request for erasure from a child if their parent has already consented to the use of their data e.g. removing pictures from our school website when a parent has consented but the child whose images they are objects. We will need to do this if we are confident that the child understands their rights and the effects on them of their request. For more information about how we decide whether a child understands please see Section 5 on Subject Access Requests.

Unless it is impossible or disproportionate, we have to tell other organisations about erased data if:
· the personal data we erased has been disclosed by us to others; 
· the personal data has been made public in an online environment (for example on social networks, forums or websites).

If we are asked, we should also tell the individual about the other organisations we gave their data to.

The right to erasure does not apply if processing is necessary for one of the following reasons:
· to exercise the right of freedom of expression and information;
· to comply with a legal obligation;
· for the performance of a task carried out in the public interest or in the exercise of official authority;
· for archiving purposes in the public interest, scientific research, historical research or statistical purposes where erasure is likely to make achievement of that processing impossible or disproportionately difficult; or
· for the establishment, exercise or defence of legal claims. 
· 
There are also two circumstances when the right to erasure does not apply to special category data:
· if the processing is necessary for public health purposes in the public interest; or
· if the processing is necessary for the purposes of preventative or occupational medicine.

When we receive a request to erase data, we will take reasonable steps to check the identity of the requester and that they have the right to make the request before considering it. We can refuse to comply with a request when an exemption applies, or when the request is manifestly unfounded or excessive. We can either request a reasonable fee based on the administrative costs of complying with the request, or we can refuse to deal with the request. We will use ICO guidance and our own information management records to make decisions about this and we will contact the person making the request to inform them of our decision (including any fee payable) and the reasons without undue delay and within one month. We do not have to comply with the request until we have received the fee. When we have decided whether we can erase the data we will explain our decision to the individual making the request and inform them of their rights to complain to the ICO. We will also make a record of the request and our response similar to the way we handle SARs e.g. date and manner of request (verbally to a member of staff etc.), the data subject’s name, the name and address of requester (if different), the erasure requested, our decision, and the date we communicated the decision.
[bookmark: _Toc242692121]The right to restrict the processing of personal data

Under Article 18 of the UK GDPR individuals have the right to limit the way we use their data if they have a particular reason for wanting to, and this is an alternative to erasing it. They may have issues with the content of the information or how we have processed it. In most cases we will not be required to restrict an individual’s personal data indefinitely but will need to have the restriction in place for a certain period of time. The right is not absolute and only applies if:
· the individual contests the accuracy of their personal data and we are verifying it;
· the data has been unlawfully processed i.e. in breach of the 1st principle, and the individual doesn’t want it erased;
· we no longer need the personal data but the individual needs us to keep it in order to establish, exercise or defend a legal claim; or
· the individual has objected to us processing their data under Article 21(1), and we are considering whether our legitimate grounds override those of the individual.

We use the most appropriate method applicable at the time to restrict processing including:
· temporarily moving the data to another processing system;
· making the data unavailable to users; or
· temporarily removing published data from a website.

While a restriction is in place we will not do anything with data except store it unless:
· we have the individual’s consent;
· it is for the establishment, exercise or defence of legal claims;
· it is for the protection of the rights of another person; or
· it is for reasons of important public interest.

If we have disclosed the restricted data to another organisation we will tell them about the restriction in the same way as if it were inaccurate data unless this proves impossible or involves disproportionate effort. If asked to, we will also inform the individual about these recipients. We can lift the restriction when we have decided that the issues are resolved i.e. the data is accurate or our legitimate grounds override the individuals’ and we will inform the individual and include our reasons before we lift it. We will also tell them about their right to make a complaint to the ICO.

We can refuse to comply with a request when the request is manifestly unfounded or excessive. We
can either request a reasonable fee based on the administrative costs of complying with the request, or we can refuse to deal with the request. We will use ICO guidance and our own information
 management records to make decisions about this and we will contact the person making the request to inform them of our decision (including any fee payable) and the reasons without undue delay. We do not have to comply with the request until we have received the fee.

[bookmark: _Toc242692122]The right to data portability

The right to data portability only applies when all 3 of the following conditions are met:
· the individual has provided the personal data;
· the processing is based on the individual’s consent or for performance of a contract; and
· processing is carried out by automated means.

We do not currently hold any qualifying data but we are aware of our obligations under the UK GDPR and will follow ICO guidance, reviewing our procedures if we automate any processing.

[bookmark: _Toc242692123]The right to object to processing

Individuals must have an objection on “grounds relating to his or her particular situation” and we must stop processing the personal data unless:
· we can demonstrate compelling legitimate grounds for the processing, which override the
· interests, rights and freedoms of the individual; or
· the processing is for the establishment, exercise or defence of legal claims.

Cairn Education will:
· inform individuals of their right to object “at the point of first communication” and in our privacy notice, explicitly bring the right to their attention clearly and separately from any other information;
· stop processing personal data for direct marketing purposes as soon as we receive an objection because there are no exemptions or grounds to refuse; and
· deal with an objection to processing for direct marketing at any time and free of charge.

An individual can object to processing for research purposes on “grounds relating to his or her particular situation” unless processing is necessary for the performance of a public interest task. 

We carry out some processing of personal data online e.g. our contact form on our website, responding to DfE data demands online, and any individual can object to our online processing by contacting us at info@cairneducation.co.uk.


[bookmark: _Toc242692124]The right to object to automated decision making and profiling

Cairn Education do not currently use any data systems that make automatic decisions about people without any human involvement. We are aware of our obligations under the UK GDPR and will follow ICO guidance, reviewing our policy and procedures if we fully automate any decision-making.

[bookmark: _Toc242692125]Subject Access Requests

Every individual who is our data subject has the right to access their personal data so that they are aware of and can verify the lawfulness of the processing, including children of any age who understand what they are requesting. These rights do not automatically override the rights of any other individual who might be identified by our response to a request, so we will make a decision on what information to disclose by balancing the data subject’s right of access against any other individuals’ rights in respect of their own personal data. We will use the latest ICO guidance on SARs to help us make decisions.

The data subject or the person acting on their behalf must make a SAR in writing and we provide a form at Appendix A to help people do this. There is no requirement to use our form, but it can speed
up the process by helping the people making requests to provide us with the kind of information we need to comply. We will also make any reasonable adjustment for disabled people who may be unable to make their SAR or receive information in writing e.g. accepting a verbal request, providing a
braille response etc. Relevant staff are trained to recognise a SAR even when it does not include the
words “subject access”, or refer to the applicable legislation, including where the wrong legislation is quoted i.e. often the Freedom of Information Act.

When we receive a SAR it will be entered in the Subject Access Request log book, including the date
of receipt, the data subject’s name, the name and address of requester (if different), the type of data requested (e.g. pupil record, personnel record), whether there is enough information to respond appropriately (and the immediate action taken to seek more if not), and the expected date for providing the information.

We aim to provide information without delay and at the latest within one month of receipt of the
request. For example: if we receive a SAR on the 10th of the month we will respond by the 10th of the following month. We will seek to extend this response period by up to the two further months which UK GDPR allows where requests are complex or numerous. If this is the case, we will inform the
individual within one month of the receipt of the request and explain why the extension is necessary.

SARs made by pupils will be processed in the same way as any other SAR and the information will be
provided to the child regardless of their age, unless it is clear that they do not understand their rights. If we are sure that the pupil does not understand the SAR and their rights, we will refer the matter to parents, comply if they agree, and provide the information to parents.

SARs made by people on behalf of children they hold parental responsibility for will be processed in the same way as any other SAR while recognising that they do not own the data they are requesting. If we are confident that the pupil whose data it is does understand the SAR and their rights, then we
will respond to the child rather than the parent, even where the parent was the one who made the request. In making our decision we will take the following, amongst other things, into account:
· the child’s level of maturity and their ability to make decisions like this;
· the nature of the personal data;
· any court orders relating to parental access or responsibility that may apply;
· any duty of confidence owed to the child or young person (including information about any counselling or other service being offered directly to the child);
· any consequences of allowing those with parental responsibility access to the child’s or young person’s information (particularly important if there have been allegations of abuse or ill treatment);
· any detriment to the child or young person if individuals with parental responsibility cannot access this information; and
· any views the child or young person has on whether their parents should have access to information about them.
·  
If the information requested by a parent in a SAR relates to the ‘educational record’ of a pupil, in accordance with ‘The Education (Pupil Information) (England) Regulations 2005’, we will make a pupil’s educational record available for inspection by the parent, free of charge, within fifteen school days of receipt of the parent’s written request for access. This cannot include any information that we could not lawfully disclose to the pupil themselves. If parents request a copy to keep, we can charge  the administrative costs of supplying one.

If the information requested in a SAR does not relate to the ‘educational record’ of a pupil, we will provide a copy of the information free of charge unless the request is manifestly unfounded or
excessive, particularly if it is repetitive. This fee may vary and will be based only on the administrative cost of providing the information. We will use ICO guidance and our own information management records to make decisions about this.

Cairn Education must verify the identity of the person making the request, using “reasonable means”. If the person making the request is not the data subject, we must also verify their right to make such requests on behalf of the data subject e.g. their authority to act or their parental responsibility for a child. In cases where a child is competent to make their own request, information will be provided to the child and not to the parent. We will use ICO guidance and our knowledge of the capability of our pupils as described above to make decisions about this.

If the request is made electronically, we will provide the information in a commonly used electronic format.

If we are asked for a large quantity of information about an individual, we can ask the individual to be more specific about the information they want. This is not because we are exempt from providing large amounts of data, this is so we can consider whether the request is manifestly unfounded or excessive.

If we are asked for information that a data processor we work with holds on our behalf, we will ask our data processor to provide it to us so that we can comply with the SAR. This is because we are the
data controller and it is our responsibility. We have written contracts in place with all of our data processors to help us do this.

A Subject Access Request should be made in writing to: rachaelthompson@cairneducation.co.uk.

[bookmark: _Toc242692126]Data Protection and Privacy by Design

Data protection and privacy by design is an approach to projects and tasks that promotes privacy and data protection compliance from the start and is a clear requirement of us under UK GDPR. This is not just about the strategic decisions we make building new IT systems for storing or accessing personal data and developing policy or strategies that have privacy implications. It is also about collecting or sharing data in a new way or using data for new purposes.

Our aim is to minimise privacy risks and build trust so all staff will have a central role to play in keeping what we do compliant. When handling data in a different way staff are trained to first consider the impact of what they are doing and how they are doing it in relation to data protection and privacy, with the ten questions in Section 3.3 playing an important part in the process. This could be as simple as ensuring consent forms containing sensitive personal data are not carried in a clear folder on a trip, or as complex as thoroughly vetting an overseas data transfer service when a service user leaves us to attend a school outside the European Economic Area (EEA).

Cairn Education use the ICO guidance on Data Protection Impact Assessments (DPIAs) as an integral part of our approach to data protection and privacy by design. 

[bookmark: _Toc242692127]DPIAs
The UK GDPR introduces a new obligation on us to do a Data Protection Impact Assessment (DPIA) before carrying out processing likely to result in a high risk to individuals’ interests. If our DPIA identifies a high risk which we cannot mitigate, we must consult the ICO before proceeding.

A DPIA is a process to systematically analyse our processing and help us identify and minimise data protection risks. It is meant to:
· describe the processing and our purposes;
· assess the necessity and proportionality of what we are planning;
· identify and assess risks to individuals; and
· identify any measures to mitigate those risks and protect the data.

It does not have to eradicate the risk, but should help to minimise risks and consider whether or notthey are justified. We will need to do a DPIA if we plan to:
· use new technologies;
· use profiling or special category data to decide on access to services;
· profile individuals on a large scale;
· process biometric or genetic data;
· match data or combine datasets from different sources;
· collect personal data from a source other than the individual without providing them with a privacy notice (‘invisible processing’);
· track individuals’ location or behaviour;
· profile children or target services at them; or
· process data that might endanger the individual’s physical health or safety in the event of a security breach.

All staff have a responsibility to identify when their activities around data imply the need for a DPIA. This could be doing an entirely new task with data, or it could be changing the way a well-established task is being done. At Cairn Education, the need for a DPIA should be referred to Natasha Colahan, business manager. 

[bookmark: _Toc242692128]Training & Awareness

During their induction all staff will receive suitable training in their responsibilities for data protection in their work and the relevant procedures. All staff completed annual training: Certificate in Data Protection & GDPR for Staff and Certificate in Cyber Security for Staff. 

This will be supplemented with staff briefings, inset training and other methods of updating staff as necessary e.g. briefing emails, etc. 

This policy is available to all staff in hard copy via request from info@cairneducation.co.uk and in the shared staff one drive area. It can also be provided to others on request. This policy will be updated regularly in line with changes in practice or clarifications required after applying it to resolve data protection issues.

Anyone can seek general data handling guidance from the ICO on their website https://ico.org.uk.

Day-to-day support and guidance for staff is available from Rachael Thompson, Head teacher. Any other category of person wanting help with a data protection issue e.g. contractors, parents etc. can also contact rachaelthompson@cairneducation.co.uk.
[bookmark: _Toc242692129]Publication of Information
At times we publish information which includes personal data, for example:
· internal telephone directory,
· event information,
· staff information,
· lists of students in a team.

Other things we publish can be subject to an individual’s consent and we will seek it as required and consider all reasonable requests to correct, erase or restrict data processing in line with our obligations under the UK GDPR.

[bookmark: _Toc242692130]Managing Consent

Cairn Education rarely rely on consent as our only lawful basis for processing personal and special category data, but when we ask we will include the following information:
· the name of our education provision;
· the name of any third party controllers who will rely on the consent;
· why we want the data;
· what we will do with it; and
· that individuals can withdraw consent at any time.

People will be asked to actively indicate their consent in words and if there are different options, these will be made clear e.g. consent for a service user to participate in an event being clearly separate from any to use images of them taken at the event (if no standing images consent is already held).
There is no set time limit for consent. How long it lasts depends on the context and what we have told people in our Privacy Notice or other communications. We review and refresh consents as appropriate. 

Genuine consent should put individuals in control, build trust and engagement, and enhance our reputation so, when we do rely on it, we need to keep a record that helps show it was freely given e.g. who consented, when, how, and what they were told.



[bookmark: _Toc242692131]Consent to use personal data including images and voice recordings

Cairn Education do not need parental consent to process any personal data including image or voice recordings for the purposes of education e.g. photographs or video of a student for evidence in assessments or meeting learning outcomes. Using names, image and voice recordings of children in their work and in displays inside school, is a fundamental part of their education, personal development and how we celebrate them. This does not affect the statutory rights of individuals as set out in Section 4. Anyone can raise any concerns with any member of staff about our use of a service user’s data at any time and we are obliged to ensure their rights are upheld where we have no lawful reason to refuse.

Cairn Education need parental consent to use personal data including image and voice recordings for other reasons such as marketing or self-promotion in publications and on websites or social media platforms directly managed by us or, with our permission, by others associated with us and may work produced by the service user. Images that might cause embarrassment or distress will not be used nor will image or voice recordings of service user be associated with materials or issues that are considered sensitive. Anyone with parental responsibility for a service user or the service user themselves can ask to see any images that we hold of them at any time.

There is no legally binding age of consent in the UK with regard to the use of an individual’s own data, including their image or voice, except when providing an Information Society Service (ISS) directly to a child online and solely on the basis of their consent. In the UK this particular age of consent is 13 years old. We do not currently offer any ISS and have no plans to. This means that any child of any age can assert their data rights or consent to the use of their data under the UK GDPR, providing we are sure that they understand their rights and the implications of their consent. For more information about how we make decisions about a child’s competence to consent or withdraw consent that their parents have previously provided, please see Section 5.

Photography, audio recording or filming will only take place at Cairn Education with the permission of the leadership, and under appropriate supervision. 

Regardless of who is publishing data, and that includes us, our policy is that service users will only be named if there is a particular reason to do so e.g. they have won a prize, and no other personal details will be published or given out. If names will, or might, be published e.g. in a newspaper article, we will check that parents understand the potential implications and consent to the use of names at that time and before the publishing happens. The news media will often require a service users full name before they will publish an image and our policy is to resist this wherever possible and if we fail, we will take steps to ensure that parents are aware that all of the details will be available in local or national newspapers and worldwide online.

Cairn Education do not allow parents or other invited visitors to take images of service users at Cairn Education events and we make this clear and will take reasonable steps to enforce it.

[bookmark: _Toc242692132]Data Security and Integrity

Article 5(1)(f) of the UK GDPR concerns the ‘integrity and confidentiality’ of personal data. It says that personal data shall be: “Processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures”.

The security measures we put in place seek to ensure that the data:
· can be accessed, altered, disclosed or deleted only by those we have authorised to do so and that those people only act within the scope of the authority we give them;
· is accurate and complete in relation to why we are processing it; and
· remains accessible and usable, i.e. if personal data is accidentally lost, altered or destroyed, we should be able to recover it and prevent any damage or distress to individuals.

All staff and any others who process the personal data of our data subjects are expected to work to the same principles we do at all times.

[bookmark: _Toc242692133]Classification of data

Cairn Education carry out regular data audits to identify data that we control and the risks to every kind of processing we do to that data, and we keep a record to help us deal with any issues or requests. As part of this systematic approach we operate 3 levels of data classification to ensure the appropriate security measures can be taken to keep the data safe:

· Public: Information that does not require protection and is considered “open and unclassified” and which may be seen by anyone whether directly linked with school or not. Information is likely to already exist in the public domain.

· Confidential: Information that, if disclosed inappropriately, may result in minor reputational or financial damage to the school or may result in a minor privacy breach for an individual. Information that should only be available to sub-groups of school staff who need the information to carry out their roles.

· Sensitive: Information that has the potential to cause serious damage or distress to individuals or serious damage to the school’s interests if disclosed inappropriately. Information which is sensitive in some way because it might be sensitive personal data, commercially sensitive, legally privileged or under embargo. This information should only be available to a small tightly restricted group of authorised users.

The appropriate marking of data as to its classification is an operational decision on a case-by-case basis. Most of our data held in electronic databases is classified automatically by the information   management systems that hold it. Information that is transferred e.g. emailed, posted, moved to archive etc. must be appropriate classified and marked to ensure it will be treated properly.

All data classifications are reviewed at the point of entry into our archive. All archived data is appropriately labelled with:
· the final data classification;
· any specific restrictions i.e. not to be released to named parent under court order;
· how the data is to be destroyed e.g. incineration, cross-cut shredding, shredding, or electronic data scrubbing/shredding.
· when the data is to be destroyed.

Staff responsible for archiving are trained to assess and manage any increasing risks that can arise as data about one person is aggregated.



[bookmark: _Toc242692134]Organisational and technical security measures

The main organisational and technical measures we employ include:

· Appropriate physical security measures for the site, buildings, restricted areas and restricted storage containers including locks, deadlocks, restricted access codes, alarms, window bars, and computer hardware cable locks.
· Appropriate physical access and security procedures including limiting access to areas or stores to certain key holders, and procedures to welcome visitors aimed at preventing unauthorised access e.g. visitors’ badges, signing in/out, whether a visitor can only access certain areas while accompanied etc.
· Ensuring unauthorised personnel cannot see documents or screens which might display personal data e.g. open registers and visitor’s books, emails.
· Suitable contracts of employment or technology access agreements for service users, visitors and others aimed at ensuring the proper use of personal data and maintenance of confidentiality.
· Appropriate storage arrangements that avoid physical risks (flood, fire etc.), loss (lost devices, accidental destruction etc.) or electronic degradation (corruption caused by electricity or magnetism, new software unable to read files created using old software etc.).
· Appropriate technological or procedural security measures including:
· The installation of appropriate security software (including for virus and malware checking) on all devices used to process personal data, instructions on how to use it properly, and the requirement on all data users to adequately secure devices i.e. carrying portable devices securely and activating an encrypted screen lock when leaving a device unattended even for a minute.
· Restricting access to school devices containing personal data to employees and specially authorised volunteers, visitors or service providers. Staff using a work device off-site must take steps to secure their work device from use by anyone else including family.
· A secure firewall which is maintained by Cairn’s Education IT support (ITek). 
· Enforcing our strict protocol on the use of personal devices to process personal data obtained at work, including a requirement for secure remote access to school systems through the school Staff Code of Conduct.
· Restricting the number of people who can access certain data by limiting online logins, protecting parts of our network to hide them from unauthorised users, and by having procedures in place to designate authorised users and give only them the proper access;
· Having appropriate data recovery arrangements in place to avoid accidental loss of data or password sharing i.e. so when someone is unavailable to provide access to data, with the proper authorisation their access can be reset and the data still obtained in their absence.
· Appropriate marking or designating of data as private or confidential or sensitive to ensure it is treated accordingly e.g. not printed to a publicly accessible printer.
· Adherence to strict controls on the transfer of data i.e. only as authorised and agreed via encrypted email or portable device, secure websites, password protected files, properly addressed and if necessary, fully tracked postal packages, delivery by hand etc.
· Secure methods of disposal for both paper and electronic data shredding.
· Clear policies and procedures for the appropriate archiving and automatic backing up of necessary data including off-site e.g. essential data identified in the Emergency Preparedness Plan to ensure business continuity.
· Clear and binding contracts with our data processors.

All enquiries about the policies and procedures that should be followed and how data should be protected or destroyed can be addressed to the head teacher, Rachael Thompson. The consequences of getting it wrong can be very serious for our most vulnerable data subjects and breaches of data protection may be subject to disciplinary action and further subject to legal action or criminal prosecution.

[bookmark: _Toc242692135]Email

All staff are expected to adhere to the good practice around the use of email set out in the current Information and Records Management Society ‘Toolkit for Schools’ understanding their role and responsibilities with regard to:
· the 8 things they must know about email including that it is not always a secure medium to send confidential information by, that email is disclosable under the Freedom of Information Act 2000, that any employer has a right to monitor the use of email under the Regulation of Investigatory Powers Act 2000, and that email is one of the most common causes of stress in the work-place;
· creating and sending email;
· sending attachments;
· using disclaimers;
· managing received e-mails; and
· retaining emails.

Others who have legal obligations to us because they process data we control will be made aware of our email protocols as necessary.

All staff are required to use two-factor authentication to further secure their email accounts. Staff are aware that they must report any potential breach of security as soon as possible to Rachael Thompson or Natasha Colahan, who will then action the steps necessary to secure data. 

[bookmark: _Toc242692136]Record keeping

The UK GDPR contains some explicit provisions about documenting our processing activities but that is not the reason we keep records. We need to know what data we have and how we use it to be able to control it effectively; we need to be able to justify our decisions about data; and we may need to provide evidence to the ICO as part of a data breach investigation.

We use the ICO GDPR Documentation Template to fully comply with the record keeping required of us under Article 30. It is the responsibility of all staff to ensure the spreadsheet remains a current reflection of how they work with data. Changes and additions to the documentation template should be referred to Rachael Thompson, head teacher. 

Cairn Education also keep records of our DPIAs, consent, staff training, and our contracts and data sharing agreements i.e. our employment and service provision contracts, processor contracts, and joint controller data sharing agreements.

We also keep some simple logs which briefly detail:
· SARs,
· other types of data requests and what we did e.g. objection, rectification, withdrawal of consent, education record request etc.,
· data destruction,
· breaches.

All staff are made aware of our record keeping obligations and some staff are specially trained in managing them.

[bookmark: _Toc242692137]Data Sharing

Cairn Education are required to share personal data with some organisations by law e.g. we may have to share census data with the DfE. At other times we share information to improve or protect people’s lives and we have included information about this in our Privacy Notice.

All staff are expected to make reference to the current ICO Data Sharing Checklist in making decisions on whether to share data or not and how to do it. Unless the data sharing is routine and pre-authorised e.g. medical data routinely disclosed to the outdoor adventure centres we go on residential trips to, no decision should be made regarding the disclosure of any sensitive personal or sensitive commercial data without reference to an immediate line manager or the headteacher. If nobody involved in the decision-making has received suitable training in data protection, the head teacher must be consulted before data is disclosed externally.

[bookmark: _Hlk62817536]With regard to the disclosure of child protection data, we will always follow the current ‘Information Sharing Protocol’ available from Cumbria Safeguarding Children Partnership.

We have simple procedures in place regarding unavoidable disclosures to people we do not already have data processing or data sharing agreements with e.g. to an engineer during emergency repair of a computer system, which includes a requirement for them to sign a suitable non-disclosure agreement.

[bookmark: _Toc242692138]Data Retention

Cairn Education can only keep personal data for as long as we need it. How long that is will depend on the circumstances and the reasons we obtained it. We will generally follow the guidelines set out in the current Information and Records Management Society ‘Toolkit for Schools,’ the Local Authority and Cumbria Safeguarding Children Partnership.

Cairn Education maintains a high-level data map setting out the retention period for each category of personal data and the reasons for retaining it. Individuals may request information about how long their personal data is retained by contacting info@cairneducation.co.uk.


13. Data Disposal

Cairn Education will dispose of all paper and digital data securely when it is no longer required.

A Destruction Log will be kept of all data that is disposed of. The log will include any document ID, classification, date of destruction, method and authorisation.

[bookmark: _Toc242692139]Breach Reporting

Staff must report suspected personal data breaches immediately to the head teacher or business manager. Cairn will document all personal data breaches and assess the risk to individuals. Where notification is required, Cairn will notify the ICO without undue delay and, where feasible, within 72 hours of becoming aware of the breach. Where a breach is likely to result in a high risk to individuals’ rights and freedoms, affected individuals will be informed without undue delay, subject to applicable exceptions.

A qualifying data breach is one where, if not addressed in an appropriate and timely manner, it could result in physical, material or non-material damage to someone such as loss of control over their personal data or limitation of their rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data protected by professional secrecy or any other significant economic or social disadvantage to them.

All staff and anyone else who owes us or our data subjects a legal duty, a duty of care, or a duty of confidentiality have an obligation to report actual or potential data protection compliance failures. This allows us to:
· investigate the failure and take remedial steps if necessary;
· maintain a register of compliance failures;
· notify the individuals affected; and
· notify the ICO of any compliance failures that are material in their own right or part of a pattern of failures.

Any member of staff who fails to notify of a breach or is found to have known or suspected a breach has occurred but has not followed the correct reporting procedures may be liable to disciplinary action. Where others have been involved in a data breach, a report will also be made to a relevant DPO or employer.

[bookmark: _Toc242692140]Data Protection Complaints

Anyone who has concerns about how Cairn Education collects, uses, stores, shares or disposes of their personal data may raise a complaint through Cairn Education’s Complaints Policy.

Complaints can be made by contacting info@cairneducation.co.uk. A copy of the Complaints Policy and support to make a complaint are available on request and through Cairn Education’s website.

Cairn Education will acknowledge data protection complaints within 30 days, investigate them appropriately and provide a response without undue delay. Complainants will be informed of the outcome and any action taken to address their concerns.

Individuals also have the right to raise concerns with the Information Commissioner’s Office (ICO) at https://ico.org.uk/make-a-complaint/.
[bookmark: _Toc242692141]Our Obligations to our Data Processors

As the data controller we have obligations to our data processors when we give them the personal data of our data subjects which include in general, but are not limited to responsibilities to:
· provide accurate personal data and all necessary corrections in a timely manner;
· employ appropriate technical and organisational security measures when providing and using the personal data being processed;
· only request user access to the data processing for employees and the contractor at a level commensurate with their work tasks and responsibilities e.g. have the fewest possible users who are authorised and enabled to access the accident & incident reporting system which contains sensitive health data;
· respond promptly to requests from our processors for data updates and provide updated and  accurate written instruction regarding the continued access to data that we require;
· require our users of any data processor’s system to comply with strict password security measures e.g. length, complexity, not shared etc.;
· take appropriate action regarding any breaches;
· ensure our users of a processor’s system website understand their responsibilities with regard to the DPA and the UK GDPR. Anyone found to have carried out unauthorised or unlawful processing activities must be made aware that they will be subject to disciplinary action by you and may be further subject to legal action or prosecution.
· inform our processor as immediately as possible if:
· we need to remove security access i.e. to our data on their system, from individuals who no longer have any legal right or authority to access it e.g. employees who have left our employment,
· we need their assistance to comply with a Subject Access Request,
· we need them to stop processing the personal data of any of your data subjects,
· be sure of our grounds under the UK GDPR for asking a processor to stop processing the personal data of any of our data subjects and that they are compatible with other applicable laws or legal rights,
· be very sure of our grounds to erase data under the UK GDPR as we can expect to pay the full costs of any extraordinary measures required to recover erased data where we have failed in our duties.

All staff involved in using the data that we control with the processing services that we contract with have a duty to meet all of our conditions of service. 
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 Data Protection Subject Access Request Form
This form is provided by Cairn Education to assist you in providing the information we need to deal with your request. Your request will be processed in accordance with Cairn Education Data Protection Policy. You may also make a subject access request verbally or in writing, including by emailing info@cairneducation.co.uk.
Where necessary, we may request proportionate information to confirm your identity or your authority to act on someone else’s behalf. If additional information is required to verify your identity, we will contact you accordingly to request a document that confirms your identity (e.g. Passport, Driving Licence) and a document dated inside the last three months that confirms your address (e.g. Bank Statement, Utility Bill).
We will normally respond without undue delay and within one month. Where the law permits an extension or a pause to the response period, we will explain this to you. Requests are normally handled free of charge.
	Section 1 Please tick the appropriate statement 


□  I am the Data Subject - the person this information is about (please continue to section 3)
□  I am acting on behalf of the Data Subject (please continue to section 2)
If you are requesting information on behalf of another person, we will need to establish your authority to act for them. This may include their consent or evidence of another lawful authority.
For requests concerning a child, we will consider their understanding of their data protection rights, their wishes, your parental responsibility and any relevant safeguarding or confidentiality considerations. For learners aged 18 or over, we will normally require their authorisation unless you have another lawful authority to act on their behalf.

	Section 2  Please complete if you are acting on behalf of the Data Subject 

	First Name
	

	Surname
	

	Relationship to Data Subject




	

	Telephone Contact
	

	E-mail
	



	Section 3  Data Subject Personal Details

	First Name
	

	Surname
	

	Address




	

	Telephone Contact
	

	E-mail
	



	Section 4 Information Requested

	Please state clearly the information you require.

	






	

	Section 5  Declaration by the Requester

	To the best of my knowledge, the information provided is accurate. If I am acting on behalf of another person, I confirm that I am authorised to do so.


	Signature
	

	Print Name
	

	Date
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Privacy Notice for Service Users
How Cairn Education collects, uses, shares and protects personal information
	Data controller
	Cairn Education

	Effective from
	November 2023

	Date of last review
	September 2026

	Next review date
	September 2027, or sooner if requirements change

	Data protection contact
	Rachael Thompson, head teacher
rachaelthompson@cairneducation.co.uk


About this notice
Cairn Education is an independent specialist school. We are the data controller for the personal information described in this notice. This means that we decide why and how that information is used and are responsible for keeping it safe.
This notice explains how we use information about learners, parents, carers, guardians and emergency contacts. It applies during enquiries and admissions, while a learner receives education or other services from us, and for the period in which records must be retained afterwards.
Where a learner is able to understand and exercise their own data protection rights, those rights belong to the learner. This is particularly relevant to learners aged 18 or over. Parents and carers may exercise rights on a learner's behalf where they have the appropriate authority, and it is in the learner's best interests.
Information we collect
Information about learners
Identity and contact details, including name, date of birth, address, contact information, identifiers and previous names.
Admissions and education information, including previous settings, attendance, timetable, learning activities, assessment, attainment, qualifications, course and destination information.
Special educational needs and disability information, including education, health and care plans, support plans, reasonable adjustments, risk assessments and professional advice.
Health and welfare information, including medical conditions, allergies, medication, dietary needs, accidents, incidents and emergency arrangements.
Safeguarding and pastoral information, including concerns, referrals, professional involvement, court orders and information about children in care or previously in care, where relevant.
Behaviour, engagement and progress information, including observations, reports, correspondence and records of meetings.
Funding, placement and contractual information, including local-authority arrangements, agreed provision, attendance patterns, fees and payments where relevant.
Technical information created through the use of school systems, including user accounts, access logs and device information.
Information about parents carers and other contacts
We may collect names, addresses, telephone numbers, email addresses, relationship to the learner, parental responsibility or other authority, communication preferences, emergency-contact and collection arrangements, correspondence, complaints, meeting records, and information needed to support the learner or protect their welfare.
Where the information comes from
Most information is provided by the learner, parent, carer or placing local authority. We may also receive information from previous education providers, health and social-care professionals, local authorities, examination and awarding bodies, careers services, the Department for Education, police, courts, safeguarding partners and other organisations involved in the learner's education, funding, health or welfare.
We also create information during the learner's time at Cairn Education through teaching, assessment, attendance monitoring, safeguarding, communications and the use of our systems. Where information is optional, we explain this when it is collected. We ask families to tell us when important information changes.
Why we use personal information
We use personal information to decide whether and how we can meet a learner's needs; provide education and personalised support; monitor attendance, progress and outcomes; administer examinations and qualifications; maintain a safe environment; safeguard children and adults at risk; manage health, medication and emergencies; communicate with families and professionals; arrange placements, transport, work experience and careers support; manage funding, contracts and payments; meet inspection and regulatory requirements; handle concerns and complaints; and protect our legal rights.
We do not sell personal information. We do not use personal information for unrelated commercial advertising.
Our lawful bases
We use personal information where it is necessary to meet our legal obligations, provide education and support under a contract, or pursue Cairn Education’s legitimate interests in operating an effective and secure independent school. We may also process information to protect someone’s life in an emergency or carry out a specific task in the public interest where this has a clear legal basis.
Relevant legal framework
Our processing is governed by the UK GDPR and the Data Protection Act 2018, as amended by the Data (Use and Access) Act 2025. Depending on the purpose, relevant requirements may also include the Education Act 1996; the Children Act 1989 and Children Act 2004; the Children and Families Act 2014; the Equality Act 2010; the Education (Independent School Standards) Regulations 2014; examination and awarding-body requirements; and current statutory safeguarding guidance, including Keeping Children Safe in Education 2026.
Who we share information with
We share information only where there is a lawful and necessary reason. Depending on the learner's circumstances, recipients may include:
the placing or funding local authority and other local authorities involved with the learner;
previous, current or future schools, colleges, training providers and alternative provisions;
health, social-care, safeguarding and early-help professionals;
examination boards, awarding organisations, the Learning Records Service and careers or destination services;
Ofsted or another authorised inspectorate, the Department for Education and other regulators where required;
police, courts, legal advisers, insurers and other bodies where disclosure is required or permitted by law;
emergency services where information is needed to protect life or safety.
Where possible, we will seek consent from the learner and/or their parent when sharing information. However, we may share information without consent where the law requires or permits this, including safeguarding a child or adult at risk, preventing serious harm, supporting the prevention or detection of crime, complying with a court order or meeting a statutory duty. Consent is not required where another lawful basis applies.
Service providers 
Some organisations process information on our behalf, including providers of Microsoft 365 and OneDrive, the management information system, Moodle, online learning and assessment systems, examination services, finance systems and secure IT support. Contracts require these processors to protect the information and use it only on our instructions.
How we protect information
We use access controls, individual accounts, multi-factor authentication where available, encryption, secure cloud storage, locked storage, anti-malware protection, backups, staff training, confidentiality requirements and procedures for secure sharing and disposal. Access is limited according to role and need. Suspected breaches are investigated and reported to the Information Commissioner's Office and affected individuals where the law requires this.
How long we keep information
We keep information only for as long as it is needed for the purpose for which it was collected, to meet legal or regulatory requirements, or to establish, exercise or defend legal claims. Different records have different retention periods, so we apply Cairn Education's retention schedule rather than a single blanket period.
Records may be kept longer where a safeguarding concern, complaint, legal claim, inquiry, investigation or preservation requirement makes this necessary. At the end of the retention period, information is securely deleted, destroyed or anonymised. A copy of the detailed retention schedule is available on request.
Your data protection rights
Depending on the circumstances and lawful basis, individuals may have the right to:
be informed about how their information is used;
ask for access to their personal information;
ask for inaccurate or incomplete information to be corrected;
ask for information to be erased in certain circumstances;
ask us to restrict how information is used in certain circumstances;
object to processing based on legitimate interests or a public task;
receive certain information in a portable format where the legal requirements are met;
withdraw consent at any time where consent is the lawful basis; and
challenge certain decisions made solely by automated means.
These rights are not absolute. For example, information may need to be retained or withheld to protect another person, comply with safeguarding duties or meet a legal obligation. We will explain any restriction that applies.
Making a request or raising a concern
To ask a question, exercise a right or make a data protection complaint, contact:
Rachael Thompson, head teacher
Email: rachaelthompson@cairneducation.co.uk
General enquiries: info@cairneducation.co.uk
We will acknowledge and investigate data protection complaints through our internal complaints process. We normally respond to information-rights requests without undue delay and within one month, although the law allows an extension for complex or numerous requests. We may ask for evidence of identity and, where someone acts for another person, evidence of their authority.
If you remain dissatisfied, you may complain to the Information Commissioner's Office. We would appreciate the opportunity to address the concern first, but you may contact the ICO at any time.
Information Commissioner's Office: ico.org.uk/make-a-complaint  |  Telephone: 0303 123 1113
Changes to this notice
We review this notice at least annually and sooner when our processing, systems, services or legal obligations change. The current version will be made available through Cairn Education and on our website. Significant changes will be brought to the attention of affected families and learners where appropriate.
Further information
Cairn Education website: www.cairneducation.co.uk
Department for Education data protection guidance: Data protection in schools
Information Commissioner's Office guidance: Your data protection rights
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Privacy Notice How We Use Workforce Information
How we use service user information
Cairn Education is the Data Controller for the use of personal data in this privacy notice. Cairn Education require to process necessary information to effectively provide services and meet government legislation.
The categories of staff information that Cairn Education process include:
· personal identifiers and contacts (such as name, unique pupil number, contact details and address)
· characteristics (such as ethnicity, language, and free school meal eligibility)
· contract information (such as start date, hours, post, roles and salary information)
· qualifications and experience (including places of study/training and work history)
· work absence information  (number of absences and reasons)
· Emergency contact details – including next of kin.
This list is not exhaustive, to access the current list of categories of information, you can request a data asset register from info@cairneducation.co.uk.

Why Cairn Education collect and use service user information?
The personal data collected is essential, for Cairn Education to fulfil their official functions and meet legal requirements.
We collect and use workforce information, for the following purposes:
· enable the development of a comprehensive picture of the workforce and how it is deployed
· inform the development of recruitment and retention policies
· enable individuals to be paid
· have access to next of kin details in case of an emergency 
· comply with employment legislation

The lawful basis in which Cairn Education process data
To process a piece of personal data Cairn Education must satisfy at least one condition for the lawful processing of personal data from Article 6 of the UK GDPR which can be found in section 3.1 of Cairn Education’s Data Protection Policy. To process a piece of sensitive personal data Cairn Education must satisfy at least one condition for the lawful processing of special categories of data from Article 9 of the UK GDPR which can be found in section 3.2 of Cairn Education’s Data Protection Policy. For a copy of our data protection policy please contact info@cairneducation.co.uk.
Collecting workforce information
We collect workforce information via the following methods;
· application forms, staff information form and contract documents
· staff personal details form
· contractual documents
Workforce data is essential for the Cairn Educations’ operational use. Whilst the majority of personal information you provide to us is mandatory, some of it is requested on a voluntary basis. In order to comply with the data protection legislation, we will inform you at the point of collection, whether you are required to provide certain personal information to us or if you have a choice in this and we will tell you what you need to do if you do not want to share this information with us.
Storing workforce data
Cairn Education hold workforce data securely for 6 years after an individual’s contract has been terminated at Cairn Education. 
Confidential and sensitive data is stored in the following ways;
· locked storage facilities
· password protected and encrypted files in verified cloud storage
· anti-virus software is installed on all computers to prevent cyber attack of data


Who Cairn Education shares’ service user information with
The information that you provide to us, whether mandatory or voluntary, will be regarded as confidential. We do not share information about the service user with anyone without consent unless the law and our policies allow us to do so. 
We routinely share information without consent with; 
· Cumbria County Council 
· local authorities 
· the Department for Education (DfE) as part of statutory data collections 
We are obliged to share confidential information without authorisation from the person who provided it, or to whom it relates, when;
· it is to prevent significant harm arising to a staff member, service user, young people or adults, including the prevention, detection and prosecution of serious crime.
Further information regarding information sharing and confidentiality can be found in our privacy policy and data asset register which can be requested at info@cairneducation.co.uk.
How Cairn Education transfers data
Cairn Education transfer data only if absolutely necessary to other bodies. This is done by;
· password protected files
· encrypted files
Local Authorities
We may be required to share information about our workforce with the local authority to ensure that they can conduct their statutory duties under;
· under section 5 of the Education (Supply of Information about the School Workforce) (England) Regulations 2007 and amendments.

Requesting access to your personal data
[bookmark: _Hlk62826876]Under UK GDPR, parents/guardians and service users have the right to request access to information about them that we hold. To make a request for your personal information Data Protection Subject Access Request Forms can be obtained by contacting Rachael Thompson rachaelthompson@cairneducaton.co.uk .
Depending on the lawful basis above, you may also have the right to:
· object to processing of personal data that is likely to cause, or is causing, damage or distress
· prevent processing for the purpose of direct marketing
· object to decisions being taken by automated means
· in certain circumstances, have inaccurate personal data rectified, blocked, erased or destroyed; and
· a right to seek redress, either through the ICO, or through the courts
If you have a concern about the way we are collecting or using your personal data, you should raise your concern with us in the first instance or directly to the Information Commissioner’s Office at https://ico.org.uk/concerns/
For further information on how to request access to personal information held centrally by DfE, please see the ‘How Government uses your data’ section of this notice.
Withdrawal of consent and the right to lodge a complaint 
Where we are processing your personal data with your consent, you have the right to withdraw that consent. If you change your mind, or you are unhappy with our use of your personal data, please let us know by contacting info@carineducation.co.uk  
Last updated
We may need to update this privacy notice periodically so we recommend that you revisit this information from time to time. This version was last updated on 1st February 2021.
Contact
If you would like to discuss anything in this privacy notice, please contact: Rachael Thompson, rachaelthompson@cairneducation.co.uk  
How Government uses your data
The service user data that we lawfully share with the DfE through data collections:
· underpins school funding, which is calculated based upon the numbers of children and their characteristics in each school
· informs ‘short term’ education policy monitoring and school accountability and intervention (for example, school GCSE results or Pupil Progress measures)
· supports ‘longer term’ research and monitoring of educational policy (for example how certain subject choices go on to affect education or earnings beyond school)
Data collection requirements
To find out more about the data collection requirements placed on us by the Department for Education (for example; via the school census) go to https://www.gov.uk/education/data-collection-and-censuses-for-schools 
The National Pupil Database (NPD)
Much of the data about pupils in England goes on to be held in the National Pupil Database (NPD).
The NPD is owned and managed by the Department for Education and contains information about pupils in schools in England. It provides invaluable evidence on educational performance to inform independent research, as well as studies commissioned by the department. 
It is held in electronic format for statistical purposes. This information is securely collected from a range of sources including schools, local authorities and awarding bodies. 
To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
Sharing by the Department
The law allows the Department to share pupils’ personal data with certain third parties, including:
· schools
· local authorities
· researchers
· organisations connected with promoting the education or wellbeing of children in England
· other government departments and agencies
· organisations fighting or identifying crime
For more information about the Department’s NPD data sharing process, please visit: 
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data 
Organisations fighting or identifying crime may use their legal powers to contact DfE to request access to individual level information relevant to detecting that crime. Whilst numbers fluctuate slightly over time, DfE typically supplies data on around 600 pupils per year to the Home Office and roughly 1 per year to the Police.
For information about which organisations the Department has provided pupil information, (and for which project) or to access a monthly breakdown of data share volumes with Home Office and the Police please visit the following website: https://www.gov.uk/government/publications/dfe-external-data-shares
How to find out what personal information DfE hold about you
Under the terms of the Data Protection Act 2018, you are entitled to ask the Department:
· if they are processing your personal data
· for a description of the data they hold about you
· the reasons they’re holding it and any recipient it may be disclosed to 
· for a copy of your personal data and any details of its source
If you want to see the personal data held about you by the Department, you should make a ‘subject access request’.  Further information on how to do this can be found within the Department’s personal information charter that is published at the address below:
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
To contact DfE: https://www.gov.uk/contact-dfe 


“Cairn Education” is the trading name of Cairn Education Community Interest Company
Company Registration Number: 13115704
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