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[bookmark: _Toc197603007]Introduction and purpose
1. This policy should be read alongside Cairn Education’s safeguarding policy. The governing body will ratify this policy to ensure that it is fit for purpose and accurately reflects the organisations approach to managing online safety. 
2. Cairn Education will monitor the impact of the policy using:
· logs of reported incidents/identified concerns
· filtering and monitoring logs 
· internal monitoring data for network activity
· feedback from: 
· students
· parents and carers 
· staff
· governors 

3. The requirement that students can use digital technologies appropriately and safely is addressed as part of the wider duty of care to which all who work in schools are bound. Schools must, through their Online Safety Policy, meet their statutory obligations to ensure that students are safe and are protected from potential harm, both on and off-site. It will also form part of the school’s protection from legal challenge, relating to the use of digital technologies. 
4. This policy applies to all members of the school community (including staff, students, volunteers, parents and carers, visitors, community users) who have access to and are users of school digital systems, both in and out of the school. It also applies to the use of personal digital technology on the school site.
The purpose of this policy is to: 

5. Ensure the safety and wellbeing of children and young people is paramount when adults, young people or children are using the internet, social media or mobile devices 

6. Provide staff and volunteers with the overarching principles that guide our approach to online safety

7. Ensure that, as an organisation, we operate in line with our values and within the law in terms of how we use online devices.

8. Sets expectations for the safe and responsible use of digital technologies for learning, administration, and communication

9. Allocates responsibilities for the delivery of the policy

10. Ensure that the policy is regularly reviewed in a collaborative manner, taking account of online safety incidents and changes/trends in technology and related behaviours

11. Establishes guidance for staff in how they should use digital technologies responsibly, protecting themselves and the school and how they should use this understanding to help safeguard students in the digital world

12. Establishes clear procedures to identify, report, respond to and record the misuse of digital technologies and online safety incidents

13. The policy is supplemented by acceptable use agreements, is made available to staff and students and will be published on the school website.

14. The policy recognises the importance that children are safeguarded from potentially harmful and inappropriate online material, as identified in Keeping Children Safe in Education (2025).  

[bookmark: _Toc197603008]Responsibilities 
15. Maintaining online safety practices is everyone’s responsibility. To ensure the online safeguarding of members of our school community it is important that all members of that community work together to develop safe and responsible online behaviours, learning from each other and from good practice elsewhere, reporting inappropriate online behaviours, concerns, and misuse as soon as these become apparent. While this will be a team effort, the following sections outline the online safety roles and responsibilities of individuals and groups within the school.
[bookmark: _Toc197603009]Headteacher and senior leaders
16. The headteacher has a duty of care for ensuring the safety (including online safety) of members of the school community and fostering a culture of safeguarding. The day-to-day responsibility for online safety is held by the Designated Safeguarding Lead, as defined in Keeping Children Safe in Education. If unable, the responsibility falls to the Deputy Safeguarding Leads. 
17. The headteacher and business manager need to be aware of the procedures to be followed in the event of a serious online safety allegation being made against a member of staff.
18. The headteacher/senior leaders are responsible for ensuring that the Designated Safeguarding Lead, IT provider/technical staff, and other relevant staff carry out their responsibilities effectively and receive suitable training to enable them to carry out their roles and train other colleagues, as relevant.
 
19. The headteacher/senior leaders will ensure that there is a system in place to allow for monitoring and support of those in school who carry out the internal online safety monitoring role. 
20. The headteacher/senior leaders will receive regular monitoring reports from the Designated Safeguarding Lead.
21. The headteacher/senior leaders will work with Governors, the designated safeguarding lead (DSL) and IT service providers in all aspects of filtering and monitoring of online systems.
[bookmark: _Toc197603010]Governors
22. The DfE guidance “Keeping Children Safe in Education” states:
[bookmark: _Int_TyGYWfxK]“Governing bodies and proprietors should ensure there are appropriate policies and procedures in place in order for appropriate action to be taken in a timely manner to safeguard and promote children’s welfare …. this includes … online safety” 
23. Governors are responsible for the approval of the Online Safety Policy and for reviewing the effectiveness of the policy.
The governing body will:
24. Attend regular meetings with the Designated Safeguarding Lead / Online Safety Lead

25. Receive (collated and anonymised) reports of any online safety incidents

26. Check that provision outlined in the Online Safety Policy, such as staff training, is taking place as intended (e.g. online safety education provision and staff training is taking place as intended)

27. Ensure that the filtering and monitoring provision is reviewed and recorded, at least annually, in-line with the DfE Filtering and Monitoring Standards

28. Receiving (at least) basic cyber-security training to enable the governors to check that the school meets the DfE Cyber-Security Standards

29. The governing body will also support the school in discussions around how to encourage parents/carers and the wider community to become engaged in online safety activities.
[bookmark: _Toc197603011]Designated Safety Lead (DSL)
The DSL will:
30. Hold the lead responsibility for online safety, within their safeguarding role. 
31. Receive relevant and regularly updated training in online safety to enable them to understand the risks associated with online safety and be confident that they have the relevant knowledge and up to date capability required to keep children safe whilst they are online
32. Meet regularly with governors to discuss current issues, review incidents and filtering and monitoring logs and ensuring that annual (at least) filtering and monitoring checks are carried out
33. Attend relevant governing body meetings/groups 
34. Report regularly to headteacher/senior leadership team
35. Be responsible for receiving reports of online safety incidents and handling them, and deciding whether to make a referral by liaising with relevant agencies, ensuring that all incidents are recorded. 
36. Liaise with staff and IT providers on matters of safety and safeguarding and welfare (including online and digital safety) 
37. Receive reports of online safety issues, being aware of the potential for serious child protection concerns and ensure that these are logged to inform future online safety developments
38. Have a leading role in establishing and reviewing the school online safety policies/documents
39. Promote an awareness of and commitment to online safety education / awareness raising across the school and beyond
40. Liaise with curriculum leaders to ensure that the online safety curriculum is planned, mapped, embedded and evaluated
41. Ensure that all staff are aware of the procedures that need to be followed in the event of an online safety incident taking place and the need to immediately report those incidents 
42. Provide (or identify sources of) training and advice for staff/governors/parents/carers/students 
43. Liaise with technical staff, pastoral staff and support staff (as relevant)
44. Receive regularly updated training to allow them to understand how digital technologies are used and are developing (particularly by students) with regard to the areas defined In Keeping Children Safe in Education.
Curriculum Leads
45. Curriculum Leads will work with the DSL to develop a planned and coordinated online safety education programme. This will be provided through:
· a discrete, cross-curricular PHSE programme 
· Incorporated within ICT lessons 
· 1:1 support with key staff 
· Through relevant national initiatives and opportunities e.g. Safer Internet Day and Anti-bullying week.
[bookmark: _Toc197603012]Teachers/Learning Support Assistants 
Teachers/Learning Support Assistant/Bank staff are responsible for ensuring that:

46. They have an awareness of current online safety matters/trends and of the current school Online Safety Policy and practices
47. They understand that online safety is a core part of safeguarding
48. They have read, understood, and signed the staff acceptable use agreement (AUA)
49. They immediately report any suspected misuse or problem to David Lunn or the management team for investigation/action, in line with the school safeguarding procedures 
50. All digital communications with students and parents/carers are on a professional level and only carried out using official school systems 
51. Online safety issues are embedded in all aspects of the curriculum and other activities 
52. Ensure students understand and follow the Online Safety Policy and acceptable use agreements, have a good understanding of research skills and the need to avoid plagiarism and uphold copyright regulations
53. They supervise and monitor the use of digital technologies, mobile devices, cameras, etc., in lessons and other school activities (where allowed) and implement current policies regarding these devices
54. In lessons where internet use is pre-planned students are guided to sites checked as suitable for their use and that processes are in place for dealing with any unsuitable material that is found in internet searches
55. Where lessons take place using live-streaming or videoconferencing, there is regard to national safeguarding guidance and local safeguarding policies 
56. There is a zero-tolerance approach to incidents of online-bullying, sexual harassment, discrimination, hatred etc
57. They model safe, responsible, and professional online behaviours in their own use of technology, including out of school and in their use of social media.
[bookmark: _Toc197603013]IT Provider (ITEK)

58. It is the responsibility of the school to ensure that the provider carries out all the online safety measures that the school’s obligations and responsibilities require. It is also important that the provider follows and implements school Online Safety Policy and procedures.

The IT Provider is responsible for ensuring that:
59. They are aware of and follow the school Online Safety Policy to carry out their work effectively in line with school policy
60. The school technical infrastructure is secure and is not open to misuse or malicious attack
61. The school meets (as a minimum) the required online safety technical requirements as identified by the DfE Meeting Digital and Technology Standards in Schools & Colleges and guidance from local authority / MAT or other relevant body 
62. There is clear, safe, and managed control of user access to networks and devices 
63. They keep up to date with online safety technical information in order to effectively carry out their online safety role and to inform and update others as relevant
64. The use of technology is regularly and effectively monitored in order that any misuse/attempted misuse can be reported to David Lunn or the management team for investigation and action
65. The filtering policy is applied and updated on a regular basis and its implementation is not the sole responsibility of any single person 
66. Monitoring systems are implemented and regularly updated as agreed in school policies

[bookmark: _Toc197603014]Students 
67. Are responsible for using the school digital technology systems in accordance with the student acceptable use agreement and Online Safety Policy.
68. Should understand the importance of reporting abuse, misuse or access to inappropriate materials and know how to do so
69. Should know what to do if they or someone they know feels vulnerable when using online technology.
70. Should understand the importance of adopting good online safety practice when using digital technologies out of school and realise that the school’s Online Safety Policy covers their actions out of school, if related to their membership of the school.
[bookmark: _Toc197603015]Parents and carers
71. Parents and carers play a crucial role in ensuring that their children understand the need to use the online services and devices in an appropriate way. 
The school will take every opportunity to help parents and carers understand these issues through:
72. Publishing the school Online Safety Policy on the school website
73. Providing them with a copy of the students’ acceptable use agreement, if requested
74. Publish information about appropriate use of social media relating to posts concerning the school.
75. Seeking their permissions concerning digital images, cloud services etc 
76. Sharing updated internet safety guidance and policy
Parents and carers will be encouraged to support the school in:               
77. Reinforcing the online safety messages provided to students in school.
78. Promoting the safe and responsible use of their children’s personal devices in the school and at home. 
[bookmark: _Toc197603016]Acceptance use 
79. An Acceptable Use Agreement is a document that outlines a school’s expectations on the responsible use of technology by its users. It is important for these to be regularly promoted, understood and followed rather than just signed.
An Acceptable Use Agreement should include: 
80. When communicating in a professional capacity, staff should ensure that the technologies they use are officially sanctioned by the school.
81. Any digital communication between staff and students or parents/carers (e-mail, social media, learning platform, etc.) must be professional in tone and content. 
82. Staff should be expected to follow good practice when using personal social media regarding their own professional reputation and that of the school and its community
83. Users should immediately report to a nominated person (David Lunn or the management team) – in accordance with the school policy – the receipt of any communication that makes them feel uncomfortable, is offensive, discriminatory, threatening or bullying in nature and must not respond to any such communication. 
84. Relevant policies and permissions should be followed when posting information online e.g., school website and social media. 
85. See appendix B and C for examples of Acceptable Use Agreements for Students and Staff. 
[bookmark: _Toc61445989][bookmark: _Toc61452109][bookmark: _Toc144378892][bookmark: _Toc197603017]Reporting and responding
86. The school will take all reasonable precautions to ensure online safety for all school users but recognises that incidents may occur inside and outside of the school (with impact on the school) which will need intervention. 
87. Staff should refer to appendix A – online safety incident referral flowchart. 

The school will ensure: 
88. There are clear reporting routes which are understood and followed by all members of the school community which are consistent with the school safeguarding procedures, and with the whistleblowing and complaints policies. 
89. All members of the school community will be made aware of the need to report online safety issues/incidents
90. Reports will be dealt with as soon as is practically possible once they are received 
91. The Designated Safeguarding Lead and Deputy Safeguarding Leads have appropriate skills and training to deal with online safety risks. 
92. if there is any suspicion that the incident involves any illegal activity or the potential for serious harm, the incident must be escalated through the agreed school safeguarding procedures, this may include:
· Non-consensual images 
· Self-generated images 
· Terrorism/extremism 
· Hate crime/ Abuse 
· Fraud and extortion 
· Harassment/stalking 
· Child Sexual Abuse Material (CSAM) 
· Child Sexual Exploitation Grooming 
· Extreme Pornography 
· Sale of illegal materials/substances 
· Cyber or hacking offences under the Computer Misuse Act 
· Copyright theft or piracy 

93. Any concern about staff misuse will be reported to the Headteacher, unless the concern involves the Headteacher, in which case the complaint is referred to the Governors and the local authority.

94. [bookmark: _Int_K1Dq7qpf]Where there is no suspected illegal activity, devices may be checked using the following procedures:
· One or more senior members of staff should be involved in this process. This is vital to protect individuals if accusations are subsequently reported.
· Conduct the procedure using a designated device that will not be used by students and, if necessary, can be taken off site by the police should the need arise (should illegal activity be subsequently suspected). Use the same device for the duration of the procedure. 
· Ensure that the relevant staff have appropriate internet access to conduct the procedure, but also that the sites and content visited are closely monitored and recorded (to provide further protection). 
· Record the URL of any site containing the alleged misuse and describe the nature of the content causing concern. It may also be necessary to record and store screenshots of the content on the machine being used for investigation. These may be printed, signed, and attached to the form 
· Once this has been completed and fully investigated the group will need to judge whether this concern has substance or not. If it does, then appropriate action will be required and could include the following:
i. internal response or discipline procedures
ii. involvement by local authority 
iii. police involvement and/or action
95. It is important that those reporting an online safety incident have confidence that the report will be treated seriously and dealt with effectively
96. There are support strategies in place e.g., peer support for those reporting or affected by an online safety incident.
97. Incidents should be logged via an incident form or identified concern form, which are found on the staff shared drive. 
98. Relevant staff will be made aware of external sources of support and guidance in dealing with online safety issues, e.g. local authority; police; Professionals Online Safety Helpline; Reporting Harmful Content; CEOP.
99. Those involved in the incident will be provided with feedback about the outcome of the investigation and follow up actions (as relevant)
100. Learning from the incident (or pattern of incidents) will be through:
· staff, through regular briefings
· students, through 1:1 support and group discussions where appropriate 
· parents/carers
· governors, through regular safeguarding updates
· local authority/external agencies, as relevant 
[bookmark: _Toc197603018][bookmark: _Toc61445993][bookmark: _Toc61452113][bookmark: _Toc144378896]Online Safety Education 
101. All staff receive online safety training. Governors should take part in online safety training/awareness sessions.
102. The education of students in online safety is an essential part of the school’s online safety provision. Students need the help and support of the school to recognise and avoid online safety risks and develop their resilience. Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety messages across the curriculum. The online safety curriculum should be broad, relevant and provide progression, with opportunities for creative activities.
103. Content risks which have been identified in Keeping Children Safe in Education (2025) - disinformation, misinformation and conspiracy are covered as part of Cairn Education’s individualised online safety lessons. 
104. Specific online safety lessons are provided as part of students ICT programme. 
105. Lessons are matched to need; are age-related and build on prior learning.
106. All staff are aware of new guidance: Generative AI: product safety expectations - GOV.UK. Staff are aware that AI is increasingly becoming part of students lives and that it is important that students (and staff) use this appropriately and safely. 
107. The school will seek to provide information and awareness to parents and carers through: 
· regular communication, awareness-raising and engagement on online safety issues, curriculum activities and reporting routes 
· regular opportunities for engagement with parents/carers on online safety issues 
· the students – who are encouraged to pass on to parents the online safety messages they have learned in lessons 
· high profile events / campaigns e.g. Safer Internet Day
· reference to the relevant web sites/publications, e.g. SWGfL; www.saferinternet.org.uk/;  www.childnet.com/parents-and-carers (see Appendix for further links/resources).

[bookmark: _Toc61445999][bookmark: _Toc61452119][bookmark: _Toc144378902][bookmark: _Toc197603019]Technology – filtering and monitoring 
108. The school is responsible for ensuring that the school infrastructure/network is as safe and secure as is reasonably possible and that policies and procedures approved within this policy are implemented.
109. The school filtering and monitoring provision is agreed by senior leaders, governors and the IT Service Provider and is regularly reviewed (at least annually) and updated in response to changes in technology and patterns of online safety incidents/behaviours
110. Checks on the filtering and monitoring system are carried out by the IT Service Provider with the involvement of a senior leader and the Designated Safeguarding Lead, in particular when a safeguarding risk is identified, there is a change in working practice, e.g. remote access or BYOD or new technology is introduced.
111. The school manages access to content across its systems for all users and on all devices using the schools internet provision.
112. Illegal content (e.g., child sexual abuse images) is filtered by the broadband and content lists are regularly updated. 
113. There are established and effective routes for users to report inappropriate content, recognising that no system can be 100% effective. All users are aware of who to report concerns to (David Lunn or management team).
114. There is a clear process in place to deal with, and log, requests/approvals for filtering changes.
115. [bookmark: _Int_iuWRBbJU]The school monitors all network use across all its devices and services. 
116. Monitoring reports are picked up, acted on and outcomes are recorded by the Designated Safeguarding Lead, all users are aware that the network (and devices) are monitored.
117. There are effective protocols in place to report abuse/misuse. There is a clear process for prioritising response to alerts that require rapid safeguarding intervention.
[bookmark: _Toc61446002][bookmark: _Toc61452122][bookmark: _Toc144378906][bookmark: _Toc197603020]Technical Security 
118. Responsibility for technical security resides with the directors who may delegate activities to identified roles.
119. All users have clearly defined access rights to school technical systems and devices. Details of the access rights available to groups of users will be recorded by the IT service provider and will be reviewed, at least annually, by the directors. 
120. Password policy and procedures are implemented (consistent with guidance from the National Cyber Security Centre). Staff work emails have multi-factor authentication. 
121. All users have responsibility for the security of their username and password and must not allow other users to access the systems using their log on details. 
122. All school networks and system will be protected by secure passwords.  
123. Appropriate security measures are in place to protect the servers, firewalls, routers, wireless systems and devices from accidental or malicious attempts which might threaten the security of the school systems and data. 
124. There are rigorous and verified back-up routines, including the keeping of network-separated copies in the cloud.
125. Natasha Colahan is responsible for ensuring that all software purchased by and used by the school is adequately licenced and that the latest software updates (patches) are applied.
126. An appropriate system is in place for users to report any actual/potential technical incident/security breach to the relevant person, as agreed) 
127. Students are not permitted to connect personal devices to the schools Wi-Fi network. 
128. Staff members are not permitted to install software on a school-owned devices without the consent of the directors. 
129. Removable media devices are only permitted on authorisation from the directors. 
[bookmark: _Toc197603021]Social Media
130. The school provides the following measures to ensure reasonable steps are in place to minimise risk of harm to students through: 
· ensuring that personal information is not published.
· education/training being provided including acceptable use, age restrictions, social media risks, digital and video images policy, checking of settings, data protection and reporting issues. 
· clear reporting guidance, including responsibilities and procedures
· risk assessment, including legal risk.
· guidance for students, parents/carers

131. School staff should ensure that:
· No reference should be made in social media to students, parents/carers or school staff. 
· They do not engage in online discussion on personal matters relating to members of the school community. 
· Personal opinions should not be attributed to the school. 
· Security settings on personal social media profiles are regularly checked to minimise risk of loss of personal information.
· They act as positive role models in their use of social media
[bookmark: _Toc197603022]Personal use - staff
132. Personal communications are those made via personal social media accounts. In all cases, where a personal account is used which associates itself with, or impacts on, the school it must be made clear that the member of staff is not communicating on behalf of the school with an appropriate disclaimer. Such personal communications are within the scope of this policy
133. Personal communications which do not refer to or impact upon the school are outside the scope of this policy.
134. Where excessive personal use of social media in school is suspected, and considered to be interfering with relevant duties, disciplinary action may be taken
[bookmark: _Toc197603023]Monitoring of public social media
135. As part of active social media engagement, the school may pro-actively monitor the Internet for public postings about the school.
136. The school should effectively respond to social media comments made by others according to a defined policy or process.
137. When parents/carers express concerns about the school on social media we will urge them to make direct contact with the school, in private, to resolve the matter. Where this cannot be resolved, parents/carers should be informed of the school complaints procedure. 
[bookmark: _Toc61446005][bookmark: _Toc61452125][bookmark: _Toc144378909][bookmark: _Toc197603024]Digital and video images 
138. The school may use live-streaming or video-conferencing services in line with national and local safeguarding guidance / policies.  
139. When using digital images, staff will inform and educate students about the risks associated with the taking, use, sharing, publication and distribution of images.
140. Staff/volunteers must be aware of those students whose images must not be taken/published. Those images should only be taken on school devices. The personal devices of staff should not be used for such purposes 
141. In accordance with guidance from the Information Commissioner’s Office, parents/carers are welcome to take videos and digital images of their children at school events for their own personal use (as such use in not covered by the Data Protection Act). To respect everyone’s privacy and in some cases protection, these images should not be published/made publicly available on social networking sites, nor should parents/carers comment on any activities involving other students in the digital/video images
142. Staff and volunteers are allowed to take digital/video images to support educational aims, but must follow school policies concerning the sharing, storage, distribution and publication of those images
143. Care should be taken when sharing digital/video images that students are appropriately dressed 
144. Students must not take, use, share, publish or distribute images of others without their permission 
145. Photographs published on the website, or elsewhere that include students will be selected carefully and will comply with Online Safety Policy. Permission must always be sought. 
146. Students’ full names will not be used anywhere on a website or blog, particularly in association with photographs.
147. Written permission from parents or carers will be obtained before photographs of students are taken for use in school or published on the school website/social media. Permission is not required for images taken solely for internal purposes.
148. Staff must always ask for permission from students before taking photographs or videos of them. Students have the right to refuse to be in photographs or videos. If the taking of photographs and/or videos of a student is required for their qualifications/coursework, staff will need to explain to the student the purpose/intention/necessity of this and reassure that the photograph or video will only be used for the purpose of evidence toward the qualification. If the student refuses after this has been explained, staff will need to consider whether an adaptation or alternative qualification can be offered. 
149. Parents/carers will be informed of the purposes for the use of images, how they will be stored and for how long – in line with the school data protection policy.
150. Images will be securely stored in line with the data protection policy
151. Refer to the data protection policy for more information on how data is protected at Cairn Education.








[bookmark: _Toc197603025]Appendix A: Online Safety Incident Flowchart
If staff/volunteer or student, review the incident and decide upon the appropriate course of action.
[bookmark: _Toc144378893]Online Safety Incident Flowchart
Unsuitable materials or activity
Illegal materials or activities found or suspected.
Initial review/Professional strategy meeting with Designated Safeguarding Lead (DSL)/ Senior team
Report to the Designated Safeguarding Lead (DSL) who is also responsible for Online Safety
Report to Police and report under local safeguarding arrangements.
DO NOT DELAY, if you have any concerns, report them immediately.
Secure and preserve evidence.
Remember do not investigate yourself. Do not ask leading questions1.
Debrief on online safety incident.
Record details in incident log
Review polices and share experiences and practice as required.
Keep incident log up to date and make available to LA/MAT, Governing Body etc. as required.
Await Police response.
If no illegal activity or material is confirmed, then revert to internal procedures.
If illegal activity or materials are confirmed, allow Police or relevant authority to complete their investigation and seek advice from the relevant professional body.
Implement changes.
Monitor situation.
The DSL/Headteacher is responsible for wellbeing and as such should be informed of anything that places a child at risk, BUT safeguarding procedures must be followed.
In the case of a member of staff or volunteer, it is likely that a suspension will take place at the point of referral to police, whilst police and internal procedures are being undertaken.




	



















[bookmark: _Toc197603026]Appendix B Staff (and Volunteer) Acceptable Use Policy Agreement Template
[bookmark: _Toc448745862][bookmark: _Toc448754175][bookmark: _Toc25747670]School Policy
New technologies have become integral to the lives of children and young people in today’s society, both within schools and in their lives outside school. The internet and other digital information and communications technologies are powerful tools, which open up new opportunities for everyone. These technologies can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning. They also bring opportunities for staff to be more creative and productive in their work.  All users should have an entitlement to safe access to the internet and digital technologies at all times. 
[bookmark: _Toc448745863]This acceptable use policy is intended to ensure:
· that staff and volunteers will be responsible users and stay safe while using the internet and other communications technologies for educational, personal and recreational use. 
· that school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and users at risk. 
· that staff are protected from potential risk in their use of technology in their everyday work. 

The school will try to ensure that staff and volunteers will have good access to digital technology to enhance their work, to enhance learning opportunities for learning and will, in return, expect staff and volunteers to agree to be responsible users.
[bookmark: _Toc448745864][bookmark: _Toc448754176][bookmark: _Toc25747671]Acceptable Use Policy Agreement 
I understand that I must use school systems in a responsible way, to ensure that there is no risk to my safety or to the safety and security of the systems and other users. I recognise the value of the use of digital technology for enhancing learning and will ensure that students receive opportunities to gain from the use of digital technology. I will, where possible, educate the young people in my care in the safe use of digital technology and embed online safety in my work with young people. 
[bookmark: _Toc448745865][bookmark: _Toc197603027]For my professional and personal safety:
· I understand that the school will monitor my use of the school digital technology and communications systems.
· I understand that the rules set out in this agreement also apply to use of these technologies (e.g. laptops, email, VLE etc.) out of school, and to the transfer of personal data (digital or paper based) out of school.
· I understand that the school digital technology systems are primarily intended for educational use and that I will only use the systems for personal or recreational use within the policies and rules set down by the school. 
· I will not disclose my username or password to anyone else, nor will I try to use any other person’s username and password. I understand that I should not write down or store a password where it is possible that someone may steal it.
· I will immediately report any illegal, inappropriate or harmful material or incident, I become aware of, to the appropriate person.  28

[bookmark: _Toc448745866]I will be professional in my communications and actions when using school systems:
· I will not access, copy, remove or otherwise alter any other user’s files, without their express permission.
· I will communicate with others in a professional manner, I will not use aggressive or inappropriate language and I appreciate that others may have different opinions. 
· I will ensure that when I take and/or publish images of others I will do so with their permission and in accordance with the school’s policy on the use of digital/video images. I will not use my personal equipment to record these images, unless I have permission to do so. Where these images are published (e.g. on the school website/VLE) it will not be possible to identify by name, or other personal information, those who are featured. 
· I will only use social networking sites in school in accordance with the school’s policies.  
· I will only communicate with students and parents/carers using official school systems. Any such communication will be professional in tone and manner. 
· I will not engage in any on-line activity that may compromise my professional responsibilities.
[bookmark: _Toc448745867]The school has the responsibility to provide safe and secure access to technologies and ensure the smooth running of the school:
· When I use my mobile devices in school, I will follow the rules set out in this agreement, in the same way as if I was using school equipment.  I will also follow any additional rules set by the school about such use. I will ensure that any such devices are protected by up to date anti-virus software and are free from viruses. 
· I will not contact students or send any confidential Cairn information (e.g. personal information regarding students or staff) using my personal email address. 
· I will not open any hyperlinks in emails or any attachments to emails, unless the source is known and trusted, or if I have any concerns about the validity of the email (due to the risk of the attachment containing viruses or other harmful programmes)
· I will ensure that my data is regularly backed up, in accordance with relevant school policies. 
· I will not try to upload, download or access any materials which are illegal (child sexual abuse images, criminally racist material, terrorist or extremist material, adult pornography covered by the Obscene Publications Act) or inappropriate or may cause harm or distress to others. I will not try to use any programmes or software that might allow me to bypass the filtering/security systems in place to prevent access to such materials.
· I will not try (unless I have permission) to make large downloads or uploads that might take up internet capacity and prevent other users from being able to carry out their work. 
· I will not install or attempt to install programmes of any type on a machine, or store programmes on a computer, nor will I try to alter computer settings, unless I have sought permission from the directors to do so. 
· I will not disable or cause any damage to school equipment, or the equipment belonging to others.
· I will only transport, hold, disclose or share personal information about myself or others, as outlined in the School Personal Data Policy. Where digital personal data is transferred outside the secure local network, it must be encrypted. Paper based documents containing personal data must be held in lockable storage.
· I understand that data protection policy requires that any staff or student data to which I have access, will be kept private and confidential, except when it is deemed necessary that I am required by law or by school policy to disclose such information to an appropriate authority. 
· I will immediately report any damage or faults involving equipment or software, however this may have happened.
[bookmark: _Toc448745868]When using the online systems in my professional capacity or for school sanctioned personal use:
· I will ensure that I have permission to use the original work of others in my own work
· Where work is protected by copyright, I will not download or distribute copies (including music and videos).
[bookmark: _Toc448745869]I understand that I am responsible for my actions in and out of the school:
· I understand that this acceptable use policy applies not only to my work and use of school’s digital technology equipment in school, but also applies to my use of school systems and equipment off the premises and my use of personal equipment on the premises or in situations related to my employment by the school
· I understand that if I fail to comply with this acceptable use agreement, I could be subject to disciplinary action.  This could include (schools should amend this section to provide relevant sanctions as per their behaviour policies) a warning, a suspension, referral to Governors/Trustees and/or the Local Authority and in the event of illegal activities the involvement of the police. 

I have read and understand the above and agree to use the school digital technology systems (both in and out of school) and my own devices (in school and when carrying out communications related to the school) within these guidelines. 

Staff/Volunteer Name:							
Signed:									
Date:									



[bookmark: _Toc197603028]Appendix C Student Acceptable Use Policy Agreement Template
[bookmark: _Toc448745840][bookmark: _Toc448754163][bookmark: _Toc25747651][bookmark: _Hlk30700071]School policy
Digital technologies have become integral to the lives of children and young people, both within schools and outside school. These technologies are powerful tools, which open up new opportunities for everyone. These technologies can stimulate discussion, promote creativity and stimulate awareness of context to promote effective learning. Young people should have an entitlement to safe access to these digital technologies. 
[bookmark: _Toc448745841][bookmark: _Toc25747652]This acceptable use agreement is intended to ensure:
· that young people will be responsible users and stay safe while using the internet and other digital technologies for educational, personal and recreational use. 
· that school systems and users are protected from accidental or deliberate misuse that could put the security of the systems and will have good access to digital technologies to enhance their learning and will, in return, expect the students to agree to be responsible users.

[bookmark: _Toc448745842][bookmark: _Toc448754164][bookmark: _Toc25747653]Acceptable Use Agreement 
I understand that I must use school systems in a responsible way, to ensure that there is no risk to my safety or to the safety and security of the systems and other users.
[bookmark: _Toc448745843][bookmark: _Toc25747654]For my own personal safety:
· I understand that the schools will monitor my use of the systems, devices and digital communications.
· I will keep my username and password safe and secure – I will not share it, nor will I try to use any other person’s username and password. I understand that I should not write down or store a password where it is possible that someone may steal it. 
· I will be aware of “stranger danger”, when I am communicating on-line. 
· I will not disclose or share personal information about myself or others when on-line (this could include names, addresses, email addresses, telephone numbers, age, gender, educational details, financial details etc.)
· If I arrange to meet people off-line that I have communicated with on-line, I will do so in a public place and take an adult with me.
· I will immediately report any unpleasant or inappropriate material or messages or anything that makes me feel uncomfortable when I see it on-line.  
[bookmark: _Toc448745844][bookmark: _Toc25747655]I understand that everyone has equal rights to use technology as a resource and:
· I understand that the school’s systems and devices are primarily intended for educational use and that I will not use them for personal or recreational use unless I have permission. 
· I will not try (unless I have permission) to make large downloads or uploads that might take up internet capacity and prevent other users from being able to carry out their work. 
· [bookmark: _Toc448745845][bookmark: _Toc25747656]I will not use the school’s systems or devices for on-line gaming, on-line gambling, internet shopping, file sharing, or video broadcasting (e.g. YouTube), unless I have permission of a member of staff to do so.

I will act as I expect others to act toward me:
· I will respect others’ work and property and will not access, copy, remove or otherwise alter any other user’s files, without the owner’s knowledge and permission. 
· I will be polite and responsible when I communicate with others, I will not use strong, aggressive or inappropriate language and I appreciate that others may have different opinions. 
· I will not take or distribute images of anyone without their permission. 
[bookmark: _Toc448745846][bookmark: _Toc25747657]I recognise that the school has a responsibility to maintain the security and integrity of the technology it offers me and to ensure the smooth running of the school: 
· I will only use my own personal devices (mobile phones/USB devices etc.) in school if I have permission. I understand that, if I do use my own devices in the school, I will follow the rules set out in this agreement, in the same way as if I was using school equipment. I will not connect personal devices to the schools WIFI.
· I understand the risks and will not try to upload, download, or access any materials which are illegal or inappropriate or may cause harm or distress to others, nor will I try to use any programmes or software that might allow me to bypass the filtering/security systems in place to prevent access to such materials.
· I will immediately report any damage or faults involving equipment or software; however this may have happened.
· I will not open any hyperlinks in emails or any attachments to emails, unless I know and trust the person/organisation who sent the email, or if I have any concerns about the validity of the email (due to the risk of the attachment containing viruses or other harmful programmes) 
· I will not install or attempt to install or store programmes of any type on any school device without permission from Cairn Education staff, nor will I try to alter computer settings. 
[bookmark: _Toc448745847]When using the internet for research or recreation, I recognise that:
· I should ensure that I have permission to use the original work of others in my own work
· Where work is protected by copyright, I will not try to download copies (including music and videos)
· When I am using the internet to find information, I should take care to check that the information that I access is accurate, as I understand that the work of others may not be truthful and may be a deliberate attempt to mislead me. 
[bookmark: _Toc448745848]I understand that I am responsible for my actions, both in and out of school:
· I understand that the school also has the right to take action against me if I am involved in incidents of inappropriate behaviour, that are covered in this agreement, when I am out of school and where they involve my membership of the school community (examples would be online-bullying, use of images or personal information). 
· I understand that if I fail to comply with this acceptable use agreement, I may be subject to disciplinary action.  This could include loss of access to the school network/internet, contact with parents and in the event of illegal activities involvement of the police.
[bookmark: _Toc448745849][bookmark: _Toc448754165][bookmark: _Toc511315131][bookmark: _Toc25747658]Student Acceptable Use Agreement Form 
This form relates to the student acceptable use agreement; to which it is above.  
Please complete the sections below to show that you have read, understood and agree to the rules included in the acceptable use agreement. If you do not sign and return this agreement, access may not be granted to school systems.  
I have read and understand the above and agree to follow these guidelines when:
· I use the school’s systems and devices (both in and out of school) 
· I use my own devices in the school (when allowed) e.g. mobile phones, gaming devices USB devices, cameras etc.
· I use my own equipment out of the school in a way that is related to me being a member of this school e.g. communicating with other members of the school, accessing school email, VLE, website etc.

Name of Student:										
Signed:												
Date:												
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